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· Syntax of Symmetric- Key Encryption
· Kerckhoff's Principle
· Definition of Perfect Security
· One-Time Pad

· Limitations of Perfect Security
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Modern Cryptography
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How to define security ?



Private-Key/Secret-key
L

Symmetric - Key Encryption
· Syntax :

A symmetric-key encryption scheme is defined by
a message space M , a key space K, and algorithms (Gen , Enc, Dec) :

k = Gen

c = Enc(k ,m) Enc(m)

m/1 =
= Dec (k . 4 Deck(C)

· correctness
:
"MEM

. K output by Gen ,

Deck (Enc(m)) = m



Substitution Cipher
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f : SA ... z3- [A ...z} Output m = f (c)+(c) ... f -(ce)



Private-Key/Secret-key
L

Symmetric - Key Encryption
· Syntax :

A symmetric-key encryption scheme is defined by
a message space M , a key space K, and algorithms (Gen , Enc, Dec) :

k = Gen

c = Enc(k ,m) Enc(m) I must be kept secret

m/1 =
= Dec (k . 4 Deck(C) Keep (Gen,Enc, Dec) Secret as well ?

· correctness
:
"MEM

. K output by Gen ,

Deck (Enc(m)) = m



Kerckhoff's Principle

The cipher method must not be required to be secret , and

it must be able to fall into the hands of the enemy without inconvenience .
X

only the key is kept secret

Why ? O facilitates Cryptanalysis
② key leakage -> easy to switch to another key

& easy to keep different keys with different people
④ easy to standardize



How to define security ?

· It's impossible for Eve to recover from c .

Enci(m) = M
c=M

· It's impossible for Eve to recover m from c .

90% of m?

· It's impossible for Eve to recover any character of m from c .

distribution of m ?

already knows some characters of m?



The Right Definition

Regardless of any information an attacker already has ,

a ciphertext should leak no additional information about the plaintext .



Notation
K

: key space
M : message/plaintext space
C : ciphertext space

K : random variable denoting the output of Gen .

PrIK = k] = PrIGen outputs k] .

M : random variable denoting the message/plaintext to be encrypted .

Example : M=S"HELLo" , "WORLD"Y

PrIM= "HELLo"] = 0.3
·

"WORLD""HELLO"-
PrIM="WORLD"] = 0.7

C : random variable denoting the resulting ciphertext .

①k = Gen

② m=M (following a certain distribution)

③ c = Enc(m)



Exercise
:
Substitution Cipher

K : Pr[k = k3 = 1k1 = 26 ! k

M : M= S "HELLo" ,
"

WORLD"}

·

"WORLD" PrIM-"HELLo"] = 0.3"HELLo"
&

PrIM="WORLD"] = 0.7

C : PrIC=c] = ?

PrIC = "ABCDE"] = PrTM = "WORLD" A Enck)"WORLD")= "ABCDE"]
W ->A

- PrIM="WORLD") . PrIf

:Not
= 0.7 :

26 .25
:
24 . 23 - 22



Symmetric - Key Encryption

Alice Bob
0 C O
A M

>
A

(plaintext)
m k C k

↓X Eve M=? ↓X
Encrypt R Decrypt-

↓ (Eavesdropper) ↓
2

M
(ciphertext)

Eve knows : ①K , M , C , (Gen , Enc, Dec

② distribution over M

③ ciphertext c



Perfect Security

Def 1 A symmetric-key encryption scheme (Gen , Enc, Dec) With

message space / is perfectly secure if

K probability distribution over M .

UmEM ,

F ct G for which PrtC=c] >0 :

PrIM=m/C = c) = PrTM=m]
.



Exercise
:
Substitution Cipher

Pr[M=mIC = c] = PrTM=m]
.

I
K : Pr[k = k3 =

26 !
Xk

M : M= S "HELLo" ,
"

WORLD"}

PrIM= "HELLo"] = 0.3"HELLo" "WORLD"
PrIM="WORLD"] = 0.7

C : PrIC = "ABCDE") = 0.7 :

26 .25
:
24 . 23 - 22

PrTM= "HELLo" /C = "ABCDE"T = 0



Exercise
:
Substitution Cipher

Pr[M=mIC = c] = PrTM=m]
.

K : Pr[K = k> = 26 ! YK

M : M= S "CRYPT" : "WORLD"}

11CRYPT" "WORLD"
PrIM= "CRYPT"] = 0.3

& &

PrIM="WORLD"] = 0.7

C : PrIC = "ABCDE"] = PrTM = "WORLD" A Enck("WORLD")= "ABCDE"]
+ PrTM = "CRYPT" N Enck("cRYPT") = "ABCDE"]

I I= 0.7 :

26 .25 . 24 . 23 - 22
+ 0.3 :

26 .25 . 24 . 23 - 22

I
=

26 .25 . 24 . 23 - 22

Bayes' Rule

PrTM="CRYPT" IC = "ABCDE" = PrTM= "CRYPT" C= "ABCDE"]
PrIC= "ABCDE"]
I

-

0.3 :

26 .25 . 24 · 23 - 22 =0
. 3

I

26 .25 . 24 · 23 - 22



Perfect Security

Defe A symmetric-key encryption scheme (Gen , Enc, Dec) With

N message space / is perfectly secure if
Mo M1

& &

k= Gen k= Gen
I Mo

,
M1 = M , =En((Mo) =Enck(M1)

Fc - 2 :
-

L

Pr[Ec(Mo) = c] = Pr[Ec(M1) = c]
↑ ↑ C

over choice of K & randomness of Enc
W

Def 1 probability distribution over M .

UmEM ,

F ct G for which PrtC=c] >0 :

PrIM=m/C = c] = PrTM=m]
.



Def 1 > Def 2
"="

: If I = (Gen , Enc , Dec) is secure under Dett,
then i is also secure under Def 2 .

Proof : t Mo , M1 GM , Fct 2 :

Pr[Ec
, (Mo) = c]

= PrtC=c/M=mo]

(Bayes' Rule) = PrIC=c]
· Pr[M =molC=c]
PrIM =mo]

(Def 1) =
PrIC=c] · Pr[M =mo]
PrIM =mo]

= PrIC= >]

Similarly, Pr[Ec(m) = c] = PrIC=c]

Pr[Ec(Mo) = c] = Pr[Ec(M1) = C]



Def 1 > Def 2
(I 11

=
: If i = (Gen , Enc , Dec) is secure under Def2 ,
then i is also secure under Def 1 .

Proof : UmEMU , Act G for which PrtC=c] >0 :

PrIM=mic = c] = PrIM =m]
· PrIC=c(M =m]
PrIC= >]

=

PrIM=m] · PrIC=c(M =m]

mEmPr[M=mix c= c]

PrIM=m] · PrIC= c1M =m]
-

mEm Pr[M=m' · PrIC=c1M =m]

PrIM=m] · PrIC= c1M =m]
(Def 2) =

mEmPr[M=m' · PrIC=c(M =m]

PrIM =m]
-

mEmPr[M=m'S
= PrtM =m]



Perfect Security

Def3 A symmetric-key encryption scheme (Gen , Enc, Dec) With
(Game-based)

message space In is perfectly indistinguishable if FA :

Pr[b= b'] = I

Challenger A

<
Mo,MEM

k = Gen

b 50, 13

c= Enc(Mb)
2

>

output b



One-Time Pad (OTP)
Fix an integer < 0

.

K , M , C = 30 , 139 all l-bit strings

· Gen : Kso , 134 , output K .

↑ 0 1

· Enc(m) : Output C : = m K O 0 1

· Deck (C) : Output m=
= c0K 110

Example : 1= 5 .

k = 01101

EnC :

m = 00110

C = 0 1011

Dec : K = 0 110 1

m = 00110

· Correctness ? (k4m) * k = m + (kqk) =m

· security ? I Mo , M1 GM , F ct 2 :

Pr[Ec (Mo) = c] = PrtC=c/M=Mo] = PrTk = mac] =z
Pr[Ec (M1) = <] = 2 l



>One-Time /ad (OTP)

Limitations :

① key is as long as the plaintext

② cannot reuse the key - why ?

Enc(M1) = C1
>(1022 = (m1 4) ⑰ (m2Pk) = m= A me

Enc(M2) = C2

can we make /MK /KI ?



Limitations of Perfect Security
Thi If T= (Gen , Enc, Decl is a perfectly secure encryption scheme

with message space M & key space K,

then 151=1K1
.

Proof : Assume (KK</) .

Pick an arbitrary c - C where PrtC=c] <0
.

MCC) = = 5m/m= DeclC) for some k - K3 .

(c) 1 = 1K1 < / Ul .

Emt M sit
.
m' * M(c) ·

PrtM=m'/c=c) = 0 = PrtM = m'] .


