
CSCI 1510

· Pseudorandom Function (Continued)

· CPA-Secure Encryption from PRF

· Hybrid Argument

· Message Authentication Code (MAC)



Chosen Plaintext Attack (CPA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure

against chosen plaintext attacks , or CPA-secure , if UPPT A ,

Enegligible function 31) Sit
. Pr[b= b'] = + 3 (n)

C (14) A(1")

k - Gen(1")
me 50, 13

*

c= Enc(m)
C

2 D Phase 1 Queries
>

Mo, me = 50, 13
*

b 50, 13
C

Imo)= /M11
* Challenge Phase

*c= Enc(Mb) 2
>

me 50, 13
*

c= Enc(m)
C

2 D Phase 2 Queries
>

output b



Pseudorandom Function (PRE)

Def Let F : 90, 13"x 90, 23"- So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom function (PRF) if UPPT A,

I negligible function [1 . ) Sit . Pr[b= b'] = + S(n)

C(17) A(1")

b 50, 13

If b=0,
then k< 30, 13 " 9 FIF :

30, 13- 30,23"
If b= 1

,
then Func

*

If b =

0
,
then y :

= Fx(x)

L
X

IIf b= 1
,
then y :

= f(x) y >

output b



Exercises

Let F : 30 , 73"x 30 ,13"- So, 13" be a PRF .

Define F' : 90, 23" x 50,
23" -> So, 132 as follows.

Is F' necessarily a PRF ?

a) Fic(x) = FK 1011X) 11 Fx (011X) Fic 10 x ) 11 Fic 10 x S

b) Fic(x) = FK 1011X) 11 Fx (111X) Fic 10 x ) 11 Fi )= x (

c) Fic(x) = FK 1011X) 11 Fx (x110) Fic(0x( 11 Fic) x 0

d) Fic(x) = F(1011X) 11 Fx (x117) Fic(0x( 11 (ic) x =)

a) C
X
A c) C

X=0 ....

A d) C
x1 =0 ... 0

A

y , 1142 >
y , 1142 ><y

, 1142
y , y

L

"y

L

x2=0 ...1y ,
= L

4, 1144>
yz= Ys



b) Fic(x) = FK 1011x) 11 Fx (111X) is a PRF

Prof Assume not, then EPPT A that breaks the pseudorandomness of F
We construct PPT B to break the pseudorandomness of F .

Game (F)

C B
Game(F) A

011X
L

L

yo >

L
X

S11IX

y= >

2011 Y= >

output b'

output b'



If C use FK, then Yo11y= = Fix 1011x) 11 Fix (111X) = Fic(x)
A is interacting with Fic

If C uses a random function , then Yo1ly= = f(011x) 11 f (111X)

For distinct inputs X , olx & 11IX are all distinct,

yo & YI are independent random strings ,

A is interacting with a random function .

PrTB guesses correctly for FT = PrTA guesses correctly for F']<+ non-negl(n) .



PRF => PRG

"-"
: Let F : 20 , 73"x 50 ,13"- So, 13" be a PRF ,

Construct G : 90, 23" -> 30
,
132

G(s) :
= Fs(0 . - - 0) 11 Fs (0 --01)

11 I

=
:
Let G : 90,

2?" - 50
,
132< be a PRG ,

Construct F : 30 , 73"x 30 ,13"- 50, 13 "

GGM tree :

0

k F((Y)
G 0 100

L -

1
G G

L ~ L ~

0 G
L V

0
G

L V

↑
Fk(0100)



Constructing CPA-Secure Encryption

Pseudorandom Function 14RF)

V

CPA-Secure Encryption



CPA-Secure Encryption Scheme

Let F : 30 , 73"x 30 ,13"- So, 13" be a PRE ,

· Gen (1)
: sample k*So , 23", Output K .

· Enc(m) : m = 50 , 13 "
r

W

~ 50 , 13" Fk
output C :

= < r, Fk(r)#m>
W

· Deck(4) : C = <r ,5

⑰ m

output m =
= Fk(r) @S

S

Theorem If F is a PRF,
then T = (Gen , Enc, Dec is CPA-secure .



Theorem If F is a PRF,
then T = (Gen , Enc, Dec is CPA-secure .

↑

Proof FPPT A,

C(17) Game O A(1") C(17) Game I A(1")

k - Gen(1")
R

k - Gen(1")

~So ,13"
ME 50, 13

D Phase 1 Queries ~So ,13"
me 50, 13 "

D Phase 1 Queries
C:

= < r
, Fk(r)#M>

2
> C:

= < r
, Fk(r)#M>

2
>

W*90 , 132
<

Mo, Me E 50, 13 "
W*90 , 132

<
Mo, Me E 50, 13 "

C*= (r
, Fk(r)# Mo) A

Challenge Phase *= (r
, Fk(r)#M1) *

Challenge Phase
2

> >

R R

~ 50, 13" C
me 50, 13

D Phase 2 Queries ~So ,13"
me 50, 13

D Phase 2 Queries2 2
C:

= <r
, Fk(r)#M>

> C:
= < r

, Fk(r)#M> >

output b output b

/PrIA outputs 1 in Game o] - PrIA outputs 1 in Game 13/ = nea(n) ?



C(17) Hybrid O A(1") C(17) Hybrid 1 A(1")

k - Gen(1") f Func

~So ,13"
me 50, 13 "

D Phase 1 Queries 150 , 132 <
Me50, 13 "

D Phase 1 Queries
2 2

C:
= < r

, Fk(r)#M> > C:
= <r

, f(r)+m> >

W*90 , 132
<

Mo, Me E 50, 13 " >

W*90 , 132
<

Mo, Me E 50, 13 "

* Challenge Phase * Challenge Phase
C:

= < r
, Fk(r)# Mo> * C:

= < r
, f(r)#Mo) *2 2

> >

R

~*So,13"
me 50, 13 "

D Phase 2 Queries ~So ,13"
me 50, 13

D Phase 2 Queries
C:

= <r
, Fk(r)#M>

2
> C:

= <r
, f(r)#M)

2
>

output b output b

V

C(17) Hybrid 3 A(1") C(17) Hybrid 2 A(1")

k - Gen(1") f Func

~So ,13"
me 50, 13 "

D Phase 1 Queries ~So ,13"
me 50, 13 "

D Phase 1 Queries
2 2

C:
= < r

, Fk(r)#M> > C:
= <r

, f(r)+m> >

Mo, Me = 50, 13
"

Mo, Me = 50, 13
"

~So ,13" < ~So ,13"
* Challenge Phase * Challenge Phase

C:
= <r

, Fk(r)#M1) * C:
= <r

, f(r)#M1) *
2 2

> >

R

~So ,13"
me 50, 13

D Phase 2 Queries ~So ,13"
me 50, 13 "

D Phase 2 Queries
2 2

C:
= < r

, Fk(r)#M> > C:
= <r

, f(r)#M) >

output b output b



Lemma 1 UPPT A . Enegligible function E1(: ) Sit .

/PrIA outputs 1 in Hybrid o] -PrIA outputs 1 in Hybrid-] / = E=(n)
.

Prof Assume not, then EPPT A that distinguishes Hybrid o & Hybrid .

We construct PPT B to break the pseudorandomness of F .

C
PRE Game

B Hybrid 0 or 1 A

C
2 ~ 50, 13"

C
M

SS
> C:

= <r
, SIM) 2

>

Mo, M1

2
*

r+ 50,13
C

C
*

S
> * = (r*, s

*
#Mo) A

>

M

C
2 ~ 50, 13"
S

> C:
= <r

, SIM)

C

2 S>
C output b

output b

If C use FK, then A is in Hybrid 0

If C uses a random function ,
then A is in Hybrid 1

1Pr[B outputs = on FK] - PrTB outputs 1 on a random function] /
= /PrTA outputs 1 in Hybrid o] -PrTA outputs 1 in Hybrid-]/< non-negl(n) .



Lemmaz UPPT A . Enegligible function [21:) Sit .

/PrIA outputs 1 in Hybrid2] - PrIA outputs 1 in Hybridz]1=En (n)
.

Prof Let ti be the rvalue sampled for the inth query in Phase 1 & 2 .

Let f be the rvalue sampled for the Challenge Phase .

Fi , PrtVi=r]= z-2
.

PrTzi sit
. Vi = rY] = 2 Q Q:

= total queries in Phase 1 & 2 .

-polynomial
A is 4PT => & < pin)
/PrIA outputs 1 in Hybrid2] - PrIA outputs 1 in Hybridz] /
=PrTzi sit

. Vi = r
+] = 2 p(n) -> negligible

Lemmas UPPT A . Enegligible function E31) Sit .

/PrIA outputs 1 in Hybridz] - PrIA outputs 1 in Hybrid3]1=Es(n)



/PrIA outputs 1 in Game o] - PrIA outputs 1 in Game 13 /

=IPrIA outputs 1 in Hybrid o] -PrIA outputs 1 in Hybrid-] +

PrIA outputs 1 in Hybrid 1] - PrIA outputs 1 in Hybridz] +

PrIA outputs 1 in Hybridz] - PrIA outputs 1 in Hybrid 3] /

=IPrIA outputs 1 in Hybrid o] -PrIA outputs 1 in Hybrid-]/+

I PrIA outputs 1 in Hybrid 1] - PrIA outputs 1 in Hybridz] /+
PrIA outputs 1 in Hybridz] - PrIA outputs 1 in Hybrid 3] /

=E1(n) + En(n) + Es (n) -> negligible



Message Integrity

Alice Bob
0 (m , t) O
A M W >

A
**

(m , t)
(message)
m k (m ,t) k

↓ ↓ ↓ ↓
Authenticate & Verify

↓ ↓
t 0/1
(tag)



Message Integrity vs
. Secrecy

Does encryption solve the problem ? - Enc(m)

· OTP ? += k*m

(m , t) = k => (m+tH)

· Pseudo OTP ? + = G (k) *m

(m , t) =>> G(k) - (m+ +)

· CPA-secure encryption from PRF ?

t = <r
,
F(x(r)+m>

(m ,t) => Fx(r) => (m*, t
Y)

11

<r, F((r) #mt)


