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· Generic Constructions and Profs of Authenticated Encryption



Chosen Ciphertext Attack (CCA) Security
Def A symmetric-key encryption scheme (Gen , Enc, Dec) is secure
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Unforgeability
Def A symmetric-key encryption scheme it= (Gen , Enc, Dec) is unforgeable
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Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable .



Intuitions

Can we have an encryption scheme that is unforgeable but not CCA-secure?

ct->ct' encrypting the same message

But hard to generate a new of encrypting a new message

Can we have an encryption scheme that is CCA-secure but not unforgeable?

Easy to generate a new of encrypting a new message

But hard to ct->ct encrypting the same message



Generic Constructions

Let TE= <GenE, EncE DecE) be a CPA-secure encryption scheme .

Let iTM= (GenM, Mac, UrfyM) be a strongly secure MAC scheme .

How to construct an authenticated encryption scheme?

① Encrypt-and- Authenticate

② Authenticate-then-Encrypt

& Encrypt-then-Authenticate



Encrypt-and-Authenticate
M
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otherwise output I

Q 1
:
Is it CPA-secure ? No !

Q2 : Is it CCA-secure ? No !

Q3
: Is it unforgeable? Yes !



I is not necessarily CPA-secure .

Step 1: Let F = (Gen"
,
MacM

, VrfyM) be a strongly secure MAC scheme .

Construct iM= (Gen", Mac, UrfyM) as follows :

- GenM(1") : same as Een"
.

- MacY(kY, m) :
E = Mac"( k

, m)

Output t= Ellm

- Vrfy")kY, (m ,t)) : Parset=Elli

Output 1 iff UrfyM(l, (E,m)) = 1 x m=i
.



Step 2 : If It is strongly secure ,
then itM is also strongly secure .

Proof Assume not
,
then EPPT A that breaks TIM

We construct PPTB to break #
~
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So (m4, E*) is a valid pair for # and hasn't appeared in the queries .

PrtB succeeds in #]= PrTA succeeds in iM] < non-negl(n) .



Step 3 : I instantiated with iM is not CPA-secure .
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Thi If IM is strongly secure , then T = (Gen , Enc, Dec) is unforgeable .

Proof Assume not
,
then EPPT A that breaks the unforgeability of i .

We construct PPT B to break the strong security of iTM .

Game (TM)
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Output (m4, t
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that hasn't been queried .

So (m+, t*) is a valid pair for M and hasn't appeared in the queries .

PrtB succeeds in TM] = PrTA succeeds in i]< non-negl(n) .



Authenticate- then- Encrypt
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otherwise output I

Q 1
:
Is it CPA-secure ? (Yes , exercise)

Q2 : Is it CCA-secure ? No !

Q3
: Is it unforgeable? (Yes , exercise



I is not necessarily CCA-secure .

Step 1: Let F = GenE
,
EncE

, DecE) be a CPA-secure encryption scheme .

Construct T
*= (Gen*, Enc*, DecE I as follows :
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Step 2 : If I is CPA-secure,
then TE is also CPA-secure . (exercisel

Step 3 : I instantiated with it is not CCA-secure
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Encrypt-then-Authenticate
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Q2 : Is it CCA-secure ? Yes !
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: Is it unforgeable: (Yes , exercise



First Attempt : Assume EPPT A that breaks the CCA-security of i
We construct PPT B to break the CPA-security of TE .
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Lemma1 FPPT A . IPrTA outputs 1 in 70]- PrIA outputs 1 in 71231< negl(n) .

Proof Assume not , then IPPT A that distinguishes to &< with non-negligible probability &(n) .
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