
CSCI 1510

· Generic Constructions of Authenticated Encryption (continued)

· Collision-Resistant Hash Function

· Birthday Attacks

· Merkle-Damgard Transform
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Lemma1 FPPT A . IPrTA outputs 1 in 70]- PrIA outputs 1 in 71231< negl(n) .

Proof Assume not , then IPPT A that distinguishes to &< with non-negligible probability &(n) .
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LemmaZ UPPT A . IPrIb=bin 72]/<negl(n) .

Proof Assume not , then EPPTA sit. IPrTb =b'in 72]1= non-negl(n) .
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Cryptographic Hash Function

H :
90, 13
*
- So ,

13
"

*44T A , PrIA finds a collision] = negl(n) ?
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Collision- Resistant Hash Function (CRHF) :

It's computationally hard to find X
,
x'E So, 13

*

sit
.

x +x , H(X) = H(x) (collision)



Collision - Resistant Hash Function (CRHF)
· Syntax :

A hash function is defined by a pair of PPT algorithms (Gen ,
H) :

- Gen (1) : output s

- HS(X) : x=50,
23*, output he 50 , 131(2)

· Security
A hash function (Gen , H) is collision-resistant if
UPPT A, Enegligible function (C) S

.
t

.
PrIX+ x' x HS(X) = Hi(x')] = E(n) .

C(14) A(z)

S-Gen(1")
>

output (X ,x)

· Why does it have to be a keyed function (theoretically) ?



How to find a collision ?

H : 90, 13
*
- 90 ,

13

Try Hix1) , HY(X2) ,
..

., HP(Xq)

If H(Xi) outputs a random value,

what's the probability of finding a collision ?

If q= 2+ 1 -> prob = 1

If 9= 2 => prob .

= 7/29

If q= k = prob -
= 1- PrIno collisions

= 1- 2 22 22kI do~



Birthday Problem/Paradox

There are a students in a class
.

Assume each student's birthday is a random y:** +365]

What's the probability of a collision ?

9= 366 => Prob -
= 1 y* IN]

9= 23 => prob,
= 50% 9= N+1 => prob-

= 1

9=F => prob -

= 50%
9=70 => prob -

= 99,99

If security parameter n = 128
,
1= ?

T(A) < 218 qxEd-256



Domain Extension : Merkle-Damgard Transform
Given a CRHF (Gen .

h) from 30 . 232 to 30 ,
13"

,

Construct a CRHF (Gen , H) from 90 , 134 to So ,
13"
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Is this a CRHF for arbitrary-length messages (multiple of n) ? No !



Step 1 :
Assume (Gen

,
I) is a CRHF from 30.

132 to 90,
134

.

We construct (Gen , h) from 30.
132 to So.

13" as follows :

- Gen(1") : same as Een(1") .

- (x)
:
xt 50,

132.

If x= 02"
, then output o"

Otherwise output 1 11 (x)-

Step 2 : If (Gen ,
h) is a CRHF ,

then so is (Gen ,
h)

.

Proof Assume not, then EPPT A that breaks the collision resistence of (Gen ,
h)

.

We construct a PPTB to break the collision resistence of (Gen , h) ·

CRHF(t) If (x) = h (x) x x=x'
,

C
S

B CRHF(h)
A the output must start with 1 .

-
S [x) = [P(x)

out 1x,
xi)

, out
=> (x,x') is a collision for Is

Output (x, x')

Step 3 : (Gom , H) instantiated with (Gen , h) is not a CRHF for arbitrary-length messages .

C A
S

S

output X
=0

, x'= 0 "



Domain Extension : Merkle-Damgard Transform
Given a CRHF (Gen .

h) from 30 . 232 to 30 ,
13"

,

Construct (Gen
, H) :

- Gen (24 : remains unchanged .

- H (x) : x = 50, 13
*

P Pad x with 100 ... 0 to a multiple of n ->
② Parse = x= 11X211 ... 11 XB

,
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O
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Zo:
=0 zi = = h (Ei+1IXi) iE[B]

. zB+1
: = h (zm(1<) HS(x) =

= Z B+1

Thi If (Gen, h) is CRHF,
then so is (Gen , H) .


