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· Merkle-Damgard Transform

· Hash-and-MAC

· Applications of Hash Functions

· Constructions of Block Cipher



Collision - Resistant Hash Function (CRHF)
· Syntax :
A hash function is defined by a pair of PPT algorithms (Gen , H) :
- Gen (1) : output s

- HS(X) : x=50, 23*, output he 50 , 131(2)

· Security
A hash function (Gen , H) is collision-resistant if
UPPT A, Enegligible function (C) S

.
t
.
PrIX+ x' x HS(X) = Hi(x')] = E(n) .

C(14) A(z)

S-Gen(1")
>

output (X ,x)



Domain Extension : Merkle-Damgard Transform
Given a CRHF (Gen . h) from 30 . 232 to 30 , 13",

Construct a CRHF (Gen , H) from 90 , 134 to So , 13"
↳S
>

ne ne
R

zu
S
H
>

ne
R

- Gen (24 : remains unchanged .

- H (x) : x = 50, 13
*

P Pad x with 100 ... 0 to a multiple of n ->
② Parse = x= 11 A211 ... 11 XB

,
NiE [0, 13 " FiE[B]

X1 Xz X3 XB IX

S

Ep : =oh
I h

Z1
I n

Zz
I n

zs
↳ -a

ZB-1
Ins

ZB
Ins >B+1

bit representation of 1x1

Zo: =0 zi = = h (Ei+1IXi) iE[B]
. zB+1 : = h (zm(1<) HS(x) = = Z B+1

Thi If (Gen, h) is CRHF, then so is (Gen , H) .



Thi If (Gen, h) is CRHF, then so is (Gen , H) .

Proof Assume not, then EPPT A that breaks the collision resistence of (Gen , H) .

We construct a PPTB to break the collision resistence of (Gen , h) .

CRHF(h)
C B CRHF (H)

A
>

S
>

but 1x,x') Collision :
< out

X*x A HS(x) = H (x)

output ?

Case 1
:
Ix+ (x'1

.

((z1 < ) = h (Z'()<r)
m: = zB/1 <k m= = Z'B' 11<l

Case 2 : (x1 = 1x'1 .
B= B'

If ZB FZi :

M: = zB1<l > m =
= ZBICK

.

If zB =Zi
:

7 iE[B] sit
.
XiAX: XZi=Z:

m = = Zi+ 11 Xi mi=tit 1 x:

B outputs (m , mi) as a collision for hs .



Hash-and-MAC

Secure MAC for fixed-length messages
t => Secure MAC for arbitrary- length messages

CRHF for arbitrary-length inputs

Let TTM= ( GenM
,
MacY

, VrfyM) be a secure MAC for messages of length n .

Let TH = /Gent
, H) be a CRHF for arbitrary- length inputs with output length n .

Construct it= (Gen , Mac ,Vrfy) :
- Gen(14) : I- GenM(") . S-Gent(1")

. Output k
= CkM, S)

- MacCk,m) : meso . 134 , parse k = (kY, s)

h = = HS(m) , += MacM(l, h) . Output t .

-Vrfy (K , (m , t)) : Parse k= (kY, 5)

h = = H (m) . b =
=UrfyM(kY, (h , t)) . Output b .

M
HS

> n
MacM

> t

Thi If IM is a secure MAC and TH is CRHF, then I is a secure MAC .



Thi If IM is a secure MAC and TH is CRHF, then i is a secure MAC .

L A

k= GenM(1")
-Gent(1")

m

h =

= HS(m)
+= MacM(kY, h)

L

t I
Q :
= 3m1m queried by A3

S

Output (m+ t
*)

Step 1 : *PPT A, PrIEmEQ s.t. mem
Y

x Him) = HS(m*)] < neg/(n) .

(follows from collision-resistance of H)

Step 2 : Assume H'(m)= H(m
*) EmEQ ,

then unforgeability follows from MAC security ·



Applications of Hash Functions

· Deduplication

H(D1) - h=
i

-Ter

H) Du) - h -
unique identif

L
2

If hiFh2 = DIF D2

If hi = h = D1 = D2 Why:

Virus Scan H)F(= H) F
*
(

Video Deduplication H) Vi ( = H) Ve (



Applications of Hash Functions

Client Server Client Server
H

H) F I I H) E) = ha #I

Store
↓ - H) Ez) = h2 Fz
h

Retrieve : :
-

H) En 1 = hn Store
- En

H) F (Eh i Retrieve i >
[

Is the file changed ? Fi
[

Is the file changed ?

Goal : -0(1)
P Client's storage doesn't grow with n.

② Verification doesn't grow with n.

↓O(logn)



Stored on Client
Merkle Tree ↓

h1/ /(((1 =H(h + 11h5-1)1-8

12h ↳"X- ↳I
↳

2 5-8

IIIII = H(h, ((hz) /Xy = H(h>((hy)h 45-6 ht-s1-2

-W 11/X/,3↑ ↑ ↑ ↑ I ↑ * ↑
I↳H(E) H(E) H(F) H) (H(E) H(Fs) H(E) H(Fo(FI↑I

HS : 30 , 134- 50, 13 "

MTE(F1 ... 11Ft) -> 50 , 13
"

How does verification work ?

Thi If (Gen , H) is a cRHF, then (Gen , MTt) is a CRHF for any fixed + =2



>CPA-Enc

>
PRF

~ Authenticated
CCA (Secrecy(

How to construct?
~

MAC

7 Encryption
Unforgeable (Integrity)

~

Hash Functions



Pseudorandom Function (PRE)
Def Let F : 90, 13"x 90, 23"- So, 13" be a deterministic , poly-time , keyed

function. F is a pseudorandom function (PRF) if UPPT A,
I negligible function [1 . ) Sit .

I
F(x)
(2) =1) -Pr [Af (4 = 13) = 3(n)Pr IA C

k= Un f Func

C(17) A(1")

b 50, 13
If b =0, then K 90, 13 "
If b= 1 , then f Funcn

If b =0, then y : = Fx(x)
L
X

IIf b= 1 , then y : = f(x) y >

output b

Pr[b = b'] = I + E(n)
.



Pseudorandom Permutation (PRP)

Def Let F : 90, 13"x 90, 23"- So, 13" be a deterministic , poly-time , keyed
function. F is a pseudorandom permutation (PRP) If Fil.) is bijective for all k,
FPPT A, I negligible function [1 . ) Sit .

Pr IA CIkun
F(x)
(2) =1) -Pr [Af (4 = 13) = 3(n)fPermn

C(17) A(1")

b 50, 13
If b =0, then K130, 13 " SFIF: 30,132=>90,1323
If b= 1 , then f* Permit

If b =0, then y : = Fx(x)
L
X

IIf b= 1 , then y : = f(x) y >

output b

Pr[b = b'] = I + E(n)
.



Block Cipher

F : 50 , 24"x 50 , 13 -> 50, 131
n : key length
l : block length

FKC.) : permutation/bijective 90 , 13 -> 50 , 23

Fis() : efficiently computable given K .

Assumed to be a pseudorandom permutation (PRP) .



Substitution- Permutation Network (SPN)

*1 = 1001101011 X2 = 0001101011

I I

Fk Fk

I I

0 110100110 1 100101101

Design Principle : "Avalanche Effect"
A one-bit change in the input should "affect" every bit of the output .



Substitution- Permutation Network (SPN)

X =

k= Step 1 : Key Mixing
X = = xk

Step 2 : Substitution (Confusion Step)
⑧

Si : 90 , 138 - 50 , 238 (S-box)
Public permutation/one-to-one map
1-bit change of input

& &

but-> at least 2-bit change of out
↓ d Step 3 : Permutation (Diffusion Step

P : [643 - 564]
&

② Public mixing permutation
↓A single round of SPN affect input to multiple S-boxes next round

"Confusion- Diffusion Paradigm"



Substitution- Permutation Network (SPN)

3-round SPN :

key mixing
3-round substitution

permutation

1 final-round key mixing

key schedule :
How we derive sub-keys from master key .

Example :
sub-key ky mixing

k1 k2 k3 k4
W -
butOutl master key

↑

F(( - )



Substitution- Permutation Network (SPN)
X

An SPN is invertible given the master key .
↓

permutation

How to compute Ficly) ?

S
E

sub-key ky mixing Iaky
butOut y



Attacks on Reduced - Round SPN

I-round SPN without final key mixing ?
A

Y°
,
=k=

I-round SPN with final key mixing ?
A

Y
brute force search on 12 kn

0(z'

Why do we need a final key mixing step ?

sub-key ky mixing Can we do Fround key mixing , then Fround substitution ,
W

Output
then rround permutation ?


