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· Generic Constructions of Authenticated Encryption

· Collision-Resistant Hash Function



Chosen Ciphertext Attack (CCA) Security
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Unforgeability
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Def A symmetric-key encryption scheme is authenticated encryption if it
is CCA-secure and unforgeable .



Intuitions

Can we have an encryption scheme that is unforgeable but not CCA-secure?

ct->ct' encrypting the same message

But hard to generate a new of encrypting a new message

Can we have an encryption scheme that is CCA-secure but not unforgeable?



Generic Constructions

Let TE= <GenE, EncE DecE) be a CPA-secure encryption scheme .

Let iTM= (GenM, Mac, UrfyM) be a strongly secure MAC scheme .

How to construct an authenticated encryption scheme?

① Encrypt-and- Authenticate

② Authenticate-then-Encrypt

& Encrypt-then-Authenticate
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Authenticate- then- Encrypt
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Encrypt-then-Authenticate
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First Attempt : Assume EPPT A that breaks the CCA-security of i
We construct PPT B to break the CPA-security of TE .
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Cryptographic Hash Function
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Collision- Resistant Hash Function (CRHF) :

It's computationally hard to find X
,
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*
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x FX' , H(X) = H(x) (collision)



Collision - Resistant Hash Function (CRHF)
· Syntax :
A hash function is defined by a pair of PPT algorithms (Gen , H) :
- Gen (1) : output s

- HS(X) : x=50, 23*, output he 50 , 131(2)

· Security
A hash function (Gen , H) is collision-resistant if
UPPT A, Enegligible function (C) S

.
t
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How to find a collision ?

H : 90, 13
*
- 90 , 13

Try Hix1) , HY(X2) , ..

., HP(Xq)

If H(Xi) outputs a random value,

what's the probability of finding a collision ?

If q= 2+ 1 -> prob = 1

If 9= 2 => Prob . = ?

If q= k = Prob . = ?



Birthday Problem/Paradox

There are a students in a class
.

Assume each student's birthday is a random y:** +365]

What's the probability of a collision ?

9= 366 => Prob -
= 1 y* IN]

9= 23 => prob,= 50%
9= N+1 => prob- = 1

9=F => prob -

= 50%
9=70 => prob - = 99,99

If security parameter n = 128, 1= ?


