
CSCI 1510

· Factoring/RSA & DLOG/CDH/DDH Assumptions (continued)

· Key Exchange Definition & Construction

· Public-key Encryption Definitions

· El Gamal/RSA Encryption

· Trapdoor Permutation



Factoring Assumption
-
randomly sample -> primality test

GenModulus (1) : PPT algorithm , generates <,9) < How to generate ?(N , I

p,9 : n-bit primes . Pr9 . N = p .9

Def Factoring is hard relative to GenModulus if
APPT A , Enegligible function E() Sit . PrT p . g =N] = 3(n) .

((1") A(14)

(N
, 4, 9)= GenModulus (1")

N
>

Output p, 91 .

Factoring -> OWF (GenModulus)



RSA Assumption
GenModulus (1) : generates (N , 4 ,9) . P.9 : n-bit primes . p+9 . N = p ·9

GenRSA(z) :
(N
, 4, 9)= GenModulus (1") xe

d(N) : = (p-1) (9-1) X - so

y
Choose es= sit . gcd(e , b(N) =1 yo
Compute d = = e+mod P(N)

Output (N , e, d)
** *N

Def The RSA problem is hard relative to GenRSA if
APPT A , Enegligible function E() Sit . PrIxe=y modN] = S(r) .

((1") A(14)

(N
, e ,d) = GenRSA(1")
$ &N
*

y=
(N ,e, y) >

Output X

RSA => Factoring



Discrete-Log Assumption
G(1") : PPT algorithm , generates (G , 9 , 9)

↑

description of a cyclic group & of order q With generator g .

n-bit integer

Def Discrete-log (DLOG) is hard relative to G if
APPT A , Enegligible function E() Sit . PrT gY= h] = 3(n) .

((1") A(14)

(G ,g, 9) =G(1")

h** G
(G

, g , g , h) >

Output X

DLOG => CRHF



Computational Diffie-Hellman (CDH) Assumption
G(1") : PPT algorithm , generates (G , 9 , 9)

Def CDH is hard relative to G if
APPT A , Enegligible function E() Sit . PrTh=g4] = 3(n) .

((1") A(14)

(G ,g, 9) =G(1")

x , y Zy (G
, g , 9 , gx, gY)>

Output h

CDH => DLOG



Decisional Diffie-Hellman (DDH) Assumption
G(1") : PPT algorithm , generates (G , 9 , 9)

Def DDH is hard relative to G if
APPT A , Enegligible function E() Sit . Prtb = b'] = =+ 3(n) .

((1") A(14)

(G ,g, 9) =G(1")

X , y , z Zy
b*50

, 13

If b=0, hi = gxy

If b= 1, h =

= gZ
(G

, g , g , gx, gY, h) >

Output b'

DDH = CDH



CPA-Enc
7

>
PRF

~ Authenticated
CCA (Secrecy(

7 Encryption
PRG ~MAC Unforgeable (Integrity)

↑

OWF/owp
-N

Fastoring CRHF
↑ ↑

RSA DLOG

↑
CDH

↑
DDH



key Exchange

Alice Bob

0 > O
A E A

>

E

N M ↓

KA kB

Eve k= ?

&

· correctness : 1 = KA = k

· Security (Informally) : Eve listening on the channel shouldn't be able to guess K .



key Exchange : Security

Def A key exchange protocol it is secure if
APPT A , Enegligible function E() Sit . PrTb = b'] = =+ 3(n) .

C(1") A(1")

Two parties holding I" execute i .
=> transcript T containing all the messages
& a key k output by each party .

b 50, 13

If b=0 , R: = k

If b= 1 , R< 50 , 23"
(T , k)

<

output b'



Diffie-Hellman key Exchange

Alice Bob

(G , 8 , 9) = G(1")

x * Zy

hA : = gX (G
, g , g , hA) >

$2qy=

hi : = gY
hB

L

A ↓
yKA : =hi kB := hA

Thi If DDH is hard relative to G , then this is a secure key exchange protocol .



Public- Key Encryption

Alice Bob

* C
> O

M A
C
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Eve M=?
Encrypt Decrypt
↓ &

↓
2

M



Public- Key Encryption
· Syntax :

A public-key encryption (PKE) Scheme is defined by PPT algorithms
(Gen , Enc, Dec) :

(pK, sk) = Gen(1")
C = Encpp(m)
m/1 = = Decsk(C)

· correctness : X(pK , sK) output by Gen11"), Fr (C MpK) .

Decsk (Encpp(m)) = m .

· Security : Semantic/CPA/CCA.
.



Semantic Security

Def A public-key encryption scheme (Gen , Enc, Dec
is semantically secure if UPPTA , E negligible function 3(.) Sit.

Pr[b= b'] = + 3(n)

C(17) A(1")

(pK, sk) = GenC1")
pk >

Mo, me = 50, 13
*

C

b 50, 13 Imo)= /M11

- Encpk(Mb)
2

>

but b'out

CPA Security ?



Chosen Ciphertext Attack (CCA) Security
Def A public-key encryption scheme (Gen , Enc, Dec) is CCA-secure if

UPPT A , Enegligible function 31) Sit. Pr[b= b'] = + ((n)

C(17) A(1")

(pK, sk) = GenC1")
pk >

C

m : Decsk(C)
C

m D Phase 1 Queries
>

Mo, M1 E 50, 13
*

b 50, 13
C

Imo)= /M11
* Challenge Phase

*c= Enpp(Mb) 2
>

CFC
*

m : Decsk(C)
C

M D Phase 2 Queries
>

output b



El Gamal Encryption
· Gen(1") :

(G , 8 , 9) = G(1")
* *
*

Zg , hi = gX
PK : = (G , 8, g, h)
Sk: = X

· EncpK(m) : me G
V**Eq
c: = (gr, him)

· Decsk(c) : C=((1, (2)

!

Thin If DDH is hard relative to G , then El Gamal encryption is CPA-secure .



RSA-based Encryption

Plain RSA Encryption :

· Gen(1") :
(N
, e ,d) = GenRSA(1")

Pk : = (N ,e)
Sk: = (N, d)

· EncpK(m) : mt Ri
*

c: = me mod N

· Desk(C) :?

Is it CPA-secure ?



RSA-based Encryption

Padded RSA Encryption :

· Gen(1") :
(N
, e ,d) = GenRSA(1")

Pk : = (N ,e)
Sk: = (N, d)

· EncpK(m) : me 50, 13 least significant bitv
in In sit

.
esb(m) = m

c: = me mod N

· Desk(C) :?

Thin If the RSA problem is hard relative to GenRSA , then this encryption scheme

is CPA-secure .



Trapdoor Permutation

f

easy to compute -

I

f+ ?
↑ hard to invert

easy to invert given trapdoor



Trapdoor Permutation

Def A family = = Sfi : Di ->RiYizI is a trapdoor permutation if
① permutation : Vie] , fi is a permutation (bijection)
② easy to sample a function : (i , t) = Genl2") .

③ easy to sample an input : x < Sample (2t1) .

x uniform in Di .

& easy to compute fi : filx) poly-time computable WitI , XtDi .

⑤ hard to invert fi : APPTA, I negligible function E() S.t.
(iit)= Gen (1),

Pr x= Sample(i)
: fi(z) = y

= 2(n) .I y= filx) I
z = A(1", i, y)

D easy to invert fi with trapdoor : Inv(iit, filx)) =x (i
, t) = Gen(1")
X EDi

Example : RSA trapdoor permutation



Hard-core Predicate

Def Let T= F, Gen . Inv) be a trapdoor permutation ,
Let he be a deterministic poly-time algorithm that, on input i & xtDi ,

outputs a single bit hailx) .
he is a hard-core predicate of it if
FPPT A , Enegligible function (1) Sit.

Pr [Ali
, fi(x) = ha: (x)] = = + <(n)

(i, t)< Gen (1")
x= Di

Thi Assume trapdoor permutation exists .

Then there exists a trapdoor permutation # with a hard-core predicate he of i .



PKE from TDP

· Gen(1") :
(i
,t) = Gen (1")

PK : = i
Sk: = t

· EncpK(m) : me 50, 13
r = Di Sit

.
hair) = m

c: = fi(r)

· Desk(C) :?

Thi If I = <F, Gen . Inv) be a trapdoor permutation with a hard-core predicate he,
then this encryption scheme is CPA-secure .


