
CSCI 1510

· Trapdoor Permutations (continued)

· Post-Quantum PKE from LWE Assumption
· Homomorphic Encryption
· Somewhat Homomorphic Encryption over Integers

ANNOUNCEMENT : Mid-semester survey (for extra credit



key Exchange : Security

Def A key exchange protocol it is secure if
APPT A , Enegligible function E() Sit .

PrTb = b'] =
=

+ 3(n)
.

C(1") A(1")

Two parties holding I" execute i .
=> transcript T containing all the messages
& a key k output by each party .

b 50, 13

If b=

0
,
R: = k

If b= 1
,
R< 50 ,

23"
(T , k)

<

output b'



CPA Security

Def A public-key encryption scheme (Gen , Enc, Dec

is CPA-secure if UPPT A , Enegligible function 3(.) Sit.

Pr[b= b'] =
+ 3(n)

C(17) A(1")

(pK, sk) = GenC1")

pk >

Mo, me = 50, 13
*

C

b 50, 13 Imo)= /M11

c= Enc (Mb)PK 2
>

but b'out

CPA-secure PKE => Key Exchange



Trapdoor Permutation

f

easy to compute <

I

f+ ?
↑ hard to invert

easy to invert given trapdoor

xe

X - so

y

yo
** *N



Trapdoor Permutation

Def A family = = Sfi : Di ->RiYizI is a trapdoor permutation if
① permutation : Vie]

, fi is a permutation (bijection)
② easy to sample a function : (i

, t) = Genl2") .

③ easy to sample an input : x < Sample (2t1) .

x uniform in Di .

& easy to compute fi : filx) poly-time computable WitI , XtDi .

⑤ hard to invert fi : APPTA, I negligible function E() S.t.

(iit)= Gen (1),

Pr x= Sample(i)
: fi(z) = y

= 2(n) .I y= filx) I
z = A(1", i, y)

D easy to invert fi with trapdoor : Inv(iit, filx)) =x (i
, t) = Gen(1")
X EDi

Example : RSA trapdoor permutation



Hard-core Predicate

Def Let T= F,
Gen . Inv) be a trapdoor permutation ,

Let he be a deterministic poly-time algorithm that, on input i & xtDi ,
outputs a single bit hailx) .

he is a hard-core predicate of it if
FPPT A , Enegligible function (1) Sit.

Pr [Ali
, fi(x) = ha: (x)] = = + <(n)

(i, t)< Gen (1")
x= Di

Thi Assume trapdoor permutation exists .

Then there exists a trapdoor permutation # with a hard-core predicate he of i .



PKE from TDP

· Gen(1") :

(i
,t) = Gen (1")

PK : = i

Sk:
= t

· EncpK(m) :

me 50, 13

r = Di Sit
.
hair) = m

c: = fi(r)

· Desk(C) :?

Thi If I = <F,
Gen . Inv) be a trapdoor permutation with a hard-core predicate he,

then this encryption scheme is CPA-secure .



Post-Quantum Assumption : Learning With Errors (LWE)
n : security parameter Def We say the decisional (WEn ,m .g .x problem

- znt is (quantum) hard if F(quantum)4PTA,

m = (n log 9)
Inegligible function [( I) Sit .

manAI9
X : distribution over Eq PrI SY : A (A , [Aste mod 93) = =II concentrated on "small integers")

Na : A(A , b) = z] = ie
X

M
x

S
t -

O A nX1
l b

Pr[lek - 9/e=x] = neg/(n) man MX1 MX1

2 1

A b'

man MX1



Post-Quantum PKE : Regen Encryption
· Gen(1") :

S
X t -

A Zam
* sa" exXM A nX1

l b

pK= (A ,
b=Aste mod q(

sk = S man MX1 Mx1

· EncpKCM) : M - 50, 13

sample a random s<[m]
r* So , 13 M M . (2)

C = I Es* (i, bi) + m- (2))
r

1Xm
X

A b

t 0 ~1x(n+1)

i-th row of A

· Desk(C) :?
mx(n+1)

Th If LWEn , m,8 ,
x is Iquantum) hard , then Regen encryption is (post-quantum) CPA-secure .



Homomorphic Encryption

So far , encryption schemes :

Ct + Enc(x)

x = Decsk(Ct)

All-or-Nothing :

W/ sk -> x

w/osk -> Nothing

Homomorphic Evaluation :

Ens(x) >

Eval > Enc(f(x)
f >



Application : Outsourcing Storage & Computation
Server Client

e 0
A

Data x

key sk

Ct = Enc(X)
Ct

<

< f

ct= Eval (f, ct)
ct

>

f(x) = Decsk(ct')



Application : Privacy - Preserving Query
Server Client

e 0
A

Input x

key sk

Ct = Enc(X)
Ct

<

ML/GPT/ ...
↓

ct= Eval (f, ct)
ct

>

f(x) = Decsk(ct')



Homomorphic Properties of Encryption Schemes

Multiplicatively Homomorphic Additively Homomorphic

Encme Enc(M- e) Encme Enc(M e)

El Gamal : Exponential El Gamal :

(1= (gF,
h*. m1) Enc(m) = (g,h. gm)

Cz= (g52 ,
( . M2) (1= 197,

hY. gM1)
Cz= (g52 ,

(r . gMz)

Regen :

C = (rt - A ,
n b + M1 . (2))

(2 = (r - A , r b + M . (2))

Fully Homomorphic : Additively & Multiplicatively Homomorphic



Is it possible ?

· Question was asked back in 1978

· Big breakthough in 2009 (Gentry)
-complicated construction
-Non-standard assumptions

· By now : much simpler constructions from standard assumptions .



Fully Homomorphic Encryption (FHE)
· Syntax : A public-keys homomorphic encryption scheme
i = (Gen ,

Enc , Dec , Eval) w.r.t . function family 5 :

-(pk , sk) = Gen(1")
-

I = Enck (m) me 40 , 13
- m = Decsk(Ct)
- If - Eval If ,

21
,

. .

., (i) f :
30 , 23"- 90 , 13

· correctness : OfEF ,
M1

,
M2

, . . . , MK E [0 , 23

PrtDecsk(Ctf) = f(M1 ,

. .

.,mi)]< 1- neg)(n)

Lkwhere (pK , sk) = Gen(1") ,
Ci < Enpk(mi) ViE-7 ,

C - Eval If , Ct1, . . .

, Ctr) .

· CPA/CCA Security ?

Missing Requirement ?



Fully Homomorphic Encryption (FHE)
· Syntax : A public-keys homomorphic encryption scheme
i = (Gen ,

Enc , Dec , Eval) w.r.t . function family 5 :

-(pk , sk) = Gen(1")
-

I = Enck (m) me 40 , 13
- m = Decsk(Ct)
- Cf- Eval If ,

21
,

. .

., (tr) f :
30 , 23"- 90 , 13

· If I is the set of all poly-sized Boolean circuits ,

then it is fully homomorphic .



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

Step 2 : Bootstrapping



SWHE over Integers

Attempt 1 (Secret-key) Why odd ?
- secret key : Odd number p

L

- Enc(m) : me So , 23

sample a random 9.
Output C =

p · 9 + m

Encryption of O is a multiple of p .

- Dec(Ct) : It mod p
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 : Ct2

CPA Security ?



SWHE over Integers

Attemp 2 (Secret-key)
- secret key : Odd number p
- Enc(m) : me So , 23

sample a random 9. Sample a random exp

Output C =

p · 9 + m +2

Encryption of O is small and even modulo p .

- Declt) : [Ct mod p] mod 2
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 · 2

· Approximate GCD Problem :

Given poly-many [Xi= 4 · 9:+ Si] , Output 4 .

Example parameters : p-zO(n) , 9: -z0(n) Si-zO(n)

Best known attacks require 2" time .



SWHE over Integers

Attempt 3 (public-key)
- secret key : Odd number p

public key : "encryptions of 0
11

Exi = 4 · 9: + zei)ic [n]
- Enc(m) : me So , 23

Sample a random exp

Output Ct= (random subset sum of xis) + m + ze

Encryption of O is small and even modulo p .

- Declt) : [Ct mod p] mod 2
- Eval ADD : Ct = ct1 +etz

Eval MULT : Ct= Ct1 · 2

How homomorphic is it ?


