
Web Tracking

An overview



What is web tracking

Web tracking is the practice by which operators of websites collect, store and share information about a 

particular user's activity on the World Wide Web. 

An HTTP cookie is a small piece of data sent from a website and stored on the user's computer by the user's 

web browser while the user is browsing

First Party:  a domain to which a user goes intentionally, by typing a URL or clicking a link.

Third Party: a domain whose content is embedded in a first-party web page.



Why should we care about web tracking?
Any weird feelings from the eye picture from the previous slide?

Views and edits of privacy-related Wikipedia articles reduced after leaks of 
NSA surveillance activities*

People donate more for communal coffee when a picture of watching eyes is 
posted near the coffee**

source :https://www.usenix.org/sites/default/files/conference/protected-files/security16_slides_lerner.pdf

https://www.usenix.org/sites/default/files/conference/protected-files/security16_slides_lerner.pdf


Outline
1. Two different types of web tracking

a. Stateful (cookie-based)

b. Stateless (fingerprinting)

2. Large scale view of web tracking
a. OpenWPM

b. Result and evaluation

3. Historical view of web tracking
a. TrackingExcavator + Wayback Machine

b. Result and evaluation



1.a Stateful Web tracking 
1. Analytics Tracking
2. Vanilla Tracking
3. Forced Tracking
4. Referred Tracking
5. Personal Tracking
6. Referred Analytics Tracking



Analytics Tracking

● Serves as a third-party 
analytics engine

● Can only track within sites
● Example: Google Analytics

(1) the website embedding the GA script, which, after (2)

loading in the user’s browser, (3) sets a site-owned 

cookie. This cookie is (4) communicated back to GA along 

with other tracking information.



Vanilla Tracking

● Uses third-party storage to 
track users across sites.

● Example: DoubleClick

When a website (1) includes a third-party ad from an 

entity like Doubleclick, Doubleclick (2-3) sets a 

tracker-owned cookie on the user’s browser. Subsequent 

requests to Doubleclick from any website will include 

that cookie, allowing it to track the user across those 

sites.



Forced Tracking

● The cross-site tracker forces 
users to visit its domain 
directly (e.g., popup, 
redirect), placing it in a 
first-party position

● Example: 
insightexpressai.com

1. The tracker forces the user to visit its domain directly,

e.g., with a popup or a redirect, allowing it to set its

tracker-owned cookie from a first-party position.

2. The tracker sets a tracker-owned cookie, which is

then automatically included with any requests to the

tracker’s domain when allowed by the browser.



Referred Tracking

● The tracker relies on other 
trackers to leak unique 
identifiers to it

● rather than on its own 
client-side state, to track 
users across sites.

● Example: invitemedia.com A website (1-2) embeds an ad from Admeld, which (3) sets 

a tracker-owned cookie. Admeld then (4) makes a request 

to another third-party advertiser, Turn, and passes its 

own tracker-owned cookie value and other tracking 

information to it. 



Personal Tracking

● The cross-site tracker is 
visited by the user directly 
in other contexts.

● Example: Facebook “Like” 
button

Social sites like Facebook, which users visit directly in 

other circumstances— allowing them to (1) set a cookie 

identifying the user—expose social widgets such as the 

“Like” button. When another website embeds such a 

button, the request to Facebook to render the button 

(2-3) includes Facebook’s tracker-owned cookie. 



Referred Analytics Tracking
A combination of analytics and referred tracking. When Google Analytics is embedded by 

another third-party tracker, rather than

by the visited website itself, referred tracking 

emerges. 

The site-owned cookie that GA sets on 

tracker.com becomes a tracker-owned cookie 

when tracker.com is embedded

on site1.com.

 The tracker then passes this identifier to 

Google Analytics, which gains the ability to 

track the user across all sites on which 

tracker.com is embedded.



1.b Stateless Web tracking 
1. Canvas Fingerprinting
2. AudioContext Fingerprinting
3. WebRTC-based Fingerprinting
4. Canvas Font Fingerprinting



Canvas Fingerprinting
The HTML Canvas allows web application to draw graphics in real time, with functions 
to support drawing shapes, arcs, and text to a custom canvas element. 

Differences in font rendering, smoothing, anti-aliasing, as well as other device 
features cause devices to draw the image differently. This allows the resulting pixels to 
be used a part of a device fingerprint. 



AudioContext Fingerprinting



AudioContext Fingerprinting
Trackers are attempting to utilize the Audio API to fingerprint users in 
multiple ways.

This does not require access to the device's microphone, and instead 
relies on differences in the way the generated signal is processed. 

Audio signals processed on different machines or browsers may have 
slight differences due to hardware or software differences 
between the machines, while the same combination of machine and 
browser will produce the same output.

https://audiofingerprint.openwpm.com/

https://audiofingerprint.openwpm.com/


Tor
What is Tor again…?

Do you think Tor can block audioContext fingerprinting …?



source: https://www.youtube.com/watch?v=_mEIv9wOkro

https://www.youtube.com/watch?v=_mEIv9wOkro


WebRTC-based Fingerprinting
WebRTC is a framework for peer-to-peer Real Time Communication in the browser, 
and accessible via Javascript. 

To discover the best path between peers, each peer collects all available candidate 
addresses, including addresses from the local network interfaces (such as ethernet or 
WiFi) and addresses from the public side of the NAT and makes them available to the 
web application without explicit permission from the user. 

WITHOUT user permission, a tracking script that uses WebRTC 
dataChannel can:

1. Reveal the user’s real IP address when behind a VPN

2. Reveal the user’s local IP address for each local interface



Canvas Font Fingerprinting
The HTML Canvas API provides a third method to deduce the fonts installed on 
a particular browser. The canvas rendering interface exposes a measureText  
method, which provides the resulting width of text drawn to canvas. 

A script can attempt to draw text using a large number of fonts and then 
measure the resulting width. 

If the text's width is not equal to the width of the text using a default font (which 
would indicate that the browser does not have the tested font), then the script 
can conclude that the browser does have that font available.



source: https://www.youtube.com/watch?v=_mEIv9wOkro

https://www.youtube.com/watch?v=_mEIv9wOkro


Question & Discussion

Why go such distance to implement and use web trackers?



2. Large Scale View of Web Tracking
Online tracking: A 1-million-site measurement and analysis

a. Results and finding



News Sites Have the Most Trackers



Trend in Fingerprinting
Canvas Found on 14,371 sites 400 different scripts Measured before

AudioContext Found on 67 sites 3 scripts New technique by 2016

WebRTC Found on 715 sites 1 script* New technique by 2016

Canvas-font Found on 3250 sites 6 scripts New technique by 2016

* calling dataChannel()



3. Historical View of Web Tracking
Internet Jones and the Raiders of the Lost Trackers:
An Archaeological Study of Web Tracking from 1996 to 2016

a. The Wayback Machine
b. TrackingExcavator
c. Results



The Wayback Machine
Challenges & Opportunities

● … only provides partial view of third-party requests
● … considers all third-party requests, in addition to confirmed trackers
● … allows us to study trends over time
● … includes traces of popular trackers
● … provides additional data beyond requests

Problems:
1. Robots Exclusion
2. Not Archived pages
3. Wayback Escapes
4. Inconsistent archives





TrackingExcavator



Evolution of cookie-based trackers



Growth in complexity - Cookie Based



Growth in complexity - Fingerprinting



Growth of the top trackers



League of trackers



Questions & Discussion
Should web trackers be legal?

How does GDPR play into this?

Any defense against web tracking?



source: https://www.youtube.com/watch?v=_mEIv9wOkro

https://www.youtube.com/watch?v=_mEIv9wOkro

