
 
 

We need to hack-proof our elections. 
An old technology can help. 
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The nation’s top intelligence officers warned Congress this week that Russia is 
continuing its efforts to target the 2018 elections. 
 
This should come as no surprise: A few months ago, the Department of Homeland 
Security notified 21 states that hackers had targeted their election systems in 2016. 
Yet Congress still has not passed legislation to meaningfully address election 
cybersecurity. 
 
Time is running out. Lawmakers need to act immediately if we are to protect the 
2018 and 2020 elections. 

There’s no evidence that vote totals were hacked in 2016. But it’s obvious that 
hackers have been testing the waters. Our attention has focused on Russia, but 
future threats could also come from North Korea, China, hacking groups such as 
Anonymous or any other adversary — foreign or domestic. 

It should also be no surprise that hackers have U.S. voting systems in their sights. 
They’re a relatively easy target. Researchers have studied a range of electronic voting 
infrastructure — including touch screens, optical scanner systems and registration 
databases — and found serious vulnerabilities that could allow even moderately 
sophisticated attackers to pose threats to voting integrity. This year, about 40 states 
are set to use electronic voting or tabulation systems that are more than a decade old 
— many of which run on software that’s too old to be serviced with vendor security 
patches. A survey of nearly 300 election officials in 28 states found that a clear 
majority report needing new voting systems. 
 

https://www.washingtonpost.com/world/national-security/fbi-director-to-face-questions-on-security-clearances-and-agents-independence/2018/02/13/f3e4c706-105f-11e8-9570-29c9830535e5_story.html?utm_term=.b84193b516de
https://www.washingtonpost.com/world/national-security/dhs-tells-states-about-russian-hacking-during-2016-election/2017/09/22/fd263a2c-9fe2-11e7-8ea1-ed975285475e_story.html?utm_term=.fa4719c4d3df
https://www.washingtonpost.com/news/posteverything/wp/2017/06/21/heres-how-to-keep-russian-hackers-from-attacking-the-2018-elections/?utm_term=.4fbe8201f65f
http://www.slate.com/articles/technology/future_tense/2016/11/now_is_the_time_to_fix_our_old_voting_machines.html


We believe there is a framework to secure our elections that can win bipartisan 
support, minimize costs to taxpayers and respect the constitutional balance between 
state and federal authorities in managing elections. In September, Mark Meadows 
(R-N.C.), who chairs the conservative House Freedom 
Caucus, introduced legislation that would help solve the problem with an elegantly 
simple fix: paper ballots. Meadows’s Paper Act would authorize cost-sharing with 
states for the replacement of insecure electronic systems with those that produce a 
voter-verified physical record. The bill also lays the groundwork for states to 
regularly implement risk-limiting audits — procedures that check a small random 
sample of paper records to quickly and affordably provide high assurance that an 
election outcome was correct. 
 
President Trump has already endorsed this framework, declaring: “There’s 
something really nice about the old paper ballot system. . . . You don’t worry about 
hacking.” And in the Senate, a bipartisan group of six lawmakers recently introduced 
the Secure Elections Act, which presents a sweeping set of security fixes including 
federal grants to install systems that use voter-verified paper ballots. The best 
estimates show that we can replace all paperless voting machines in the United 
States for about the cost of a single F-22 fighter jet — and in fact, the Senate bill 
would not add to the deficit because it offsets any new spending. 
 
Both the House and Senate bills rightly defend the constitutional principle that 
states and localities should have primary responsibility over election administration. 
But they also acknowledge that federal authorities have a role in elections to 
“provide for the common defense.” Rather than creating new federal mandates, the 
reform proposals look to identify the best thinking on election security and create 
guidelines for the use of federal funds. 
 
It’s not practical to expect local election administrators in rural Missouri or small-
town Maine to go toe-to-toe with the premier government-backed cyber-
mercenaries of China or North Korea. Just as federal agencies prudently provide 
support for state law enforcement in dealing with terrorism, federal officials should 
give guidance and support in dealing with the election cybersecurity threat. 

If there’s one takeaway from the past year’s endless parade of high-profile 
cyberattacks, it’s that everyone — from consumers to small businesses to global 
firms — is at risk. With recent revelations of sophisticated cyberattacks against 
voting systems in the United States and abroad, it’s clear that anyone running for 
public office is at risk, too. Members of Congress should recognize that election 
cybersecurity reforms are in their own personal interest — and in the interest of the 
United States’ national security. 

https://meadows.house.gov/news/documentsingle.aspx?DocumentID=493
https://www.atr.org/sites/default/files/assets/HR%203751%20PAPER%20Act%20Letter%20of%20Support.pdf
https://twitter.com/foxnews/status/796070398534320128
https://www.electiondefense.org/senate-bill-2261-the-election-security-act/
https://www.lankford.senate.gov/imo/media/doc/Secure%20Elections%20Act.pdf
https://www.brennancenter.org/sites/default/files/publications/Securing_Elections_From_Foreign_Interference_1.pdf
https://www.brennancenter.org/sites/default/files/publications/Securing_Elections_From_Foreign_Interference_1.pdf
https://www.popularmechanics.com/military/weapons/news/a25678/the-cost-of-new-fighters-keeps-going-up-up-up/
https://www.law.cornell.edu/constitution/preamble

