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Abstract

The constructionof interactive server-side Web appli-
cationsdiffers substantiallyfromtheconstructionof tradi-
tional interactiveprograms. In contrast,existing Webpro-
grammingparadigmsforce programmers to saveand re-
storecontrol statebetweenuserinteractions.Wepresentan
automatedtransformationthatconvertstraditional interac-
tive programsinto standard CGI programs. This enables
reuseof existingsoftwaredevelopmentmethodologies.Fur-
thermore, an adaptationof existing programmingenviron-
mentssupportsthedevelopmentof Webprograms.

1 DesigningWebPrograms

Theneedfor generatingWeb informationon demandis
obvious. One pagemay needthe current time and date;
anotherpagemay includeresultsfrom a databasequery;a
thirdpagemaydisplaythecurrentstatusof theserver. Since
suchprogramscomputesmall amountsof informationand
producenotmuchmorethanasingleWebpage,peoplecall
themscripts.

Following a long-standingtradition in computing,Web
scriptinghasgrown up. Thesescriptshave now turnedinto
serious,maintainedprogramsthatsometimesrepresentthe
raisond’être of a commercialestablishment.Consumers
can find on-line stores,e-mail clients, interactive games,
and more implementedwith a Web interface. In other
words, insteadof writing Web scripts, programmersnow
design,implement,andmaintaininteractiveWebprograms
with complex andmulti-layeredinterfaceprotocols.Thus,
all theusualsoftwareengineeringconcernsaboutevolving
maintainablecodeto matchgrowing requirementspecifica-
tionsapply.

Furthermore, the designersof complex, interactive
server-side Web programs face an additional software
engineeringproblemwhenusingexisting technology. Most
dialogsconsistof many interactions,whereeachinterac-
tion presentsa form and processesthe user’s response.
However, Common Gateway Interface (CGI) programs
halt after processinga singleform. Similarly, Java servlet
methodsreturn upon handlinginputs from a single form.
Java Server Pagesalsoforce programmersto contort their
codeto respondwith a singlepagein responseto a single
interaction with the user. Since all widely used Web
technologiessuffer from the sameproblem of forgetting
control information betweeninteractions,the rest of this
paper’sdiscussionof CGI programsappliesequallywell to
otherstandards.

To forcetheinteractivenatureof programsinto theWeb
programmingmold, an interactionis implementedby hav-
ing a script deliver a Web page, wait for the consumer
to submita response,andthenprocessthat responsewith
a(nother)script. Complicatingmattersevenmore,theWeb
programsmustaccommodateconsumerswho backtrackin
their interactions,clonetheir browserwindows, re-submit
the sameor differentanswersfor any given form, andso
on. In short, a Web programanda consumermake up a
pair of coroutineswhereeachinteractionpoint canbe re-
sumedarbitrarily often. However, dueto the lack of these
multiply-resumablecoroutinesor similarconstructsin most
Web programminglanguages,the designercannotmatch
thestructureof theinteractionwith thestructureof thepro-
gram. Theserequirementsresult in ad hoc mechanismsto
save andrestorecontrol statethat aredifficult to develop,
maintain,or explain to colleagues.

In this paper, we show that Web programmerscanuse
existing softwareengineeringmethodsto develop interac-
tive programsand that well-known, automatabletransfor-
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mationscangeneratestandardCGI scriptsfrom thesepro-
grams. Specifically, we extend a programminglanguage
with a primitive for Web interactionsand show how this
extensionsimplifies the design,development,andmainte-
nanceof interactiveWebprograms;how it allowsprogram-
mersto migratelegacy programsto theWeb;how theresult-
ing programsmanagethe two kinds of information flows
found in Web programs;and how we can adaptexisting
programmingenvironmentsin supportof this development
style.

Theremainderof thispaperis organizedasfollows. The
secondsectionof this paperis a brief introductionto con-
ventionalWebprogramming.Thethird sectionpresentsthe
central ideasof the paper: the new I/O constructand its
implementation. The fourth sectionillustratesthat when
Web programsarejust interactive programs,programmers
can develop, test, and debug them in ordinary program-
ming environments,enrichedwith a small run-timeexten-
sion. Thefifth sectionoutlineshow we have implemented
our ideasin Scheme[7], so thatwe cantesteachdevelop-
mentstage.Thework doesnot rely on Scheme’s advanced
controlconstructs,however. Thesixthsectiondiscussesre-
latedwork. We discussin theseventhandlastsectionhow
our ideascarryoverto many otherprogramminglanguages,
even thosewithout Scheme’s advancedcontrol constructs,
andhow they are useful even in the absenceof tool sup-
port.

2 Interacti ve CGI Programs

A typical interactiveprogramperformsaseriesof computa-
tions interspersedwith interactionswith theuser. Eachin-
teractionrequestsinformationusingHTTP’sGETor POST
methods[13] andwaits for the user’s response.After the
last interaction,theprogramproducesthefinal result. This
sectiondemonstrateshow programmersport interactiveap-
plicationsto theWeb,first via conventionalmeansandthen
in a moredirectmanner.

2.1 Conventional CGI Programs

Figure 1 presentsa trivial interactive Schemeprogram
that requeststwo numbers,addsthem,anddisplaysthere-
sult. The footnotedboxesonly exist for explanationpur-
poses; they are not part of the programtext. Convert-
ing even this simple programto function as a Web script
complicatesthecodetremendously. Accordingto theCGI
standard,every time the programsendsan HTML form
to the consumer’s browser, the CGI programterminates.
Whenthe usersubmitsa responseto the form, the server
startstheCGI scriptthattheform specifiedasits processor.
That is, if an interactive programcontainsa single input
request,its equivalentCGI script consistsof two separate
fragments.The problemis, however, even morecomplex

thanthatbecausetheconsumermayusetheback-buttonto
returnto apageandmayre-submitthesameor differentan-
swers.Worse,usingthenew window functionalityto clone
a browser, theconsumercansubmittwo responsesto a sin-
gle form (moreor less)simultaneously.

To accommodatetheseuses,a programmermust—at
least conceptually—turnan interactive program into a
coroutine; the consumerplays the role of the second
coroutine. One way to accomplishthis is to separatethe
programinto several fragments,one per interactionand
onefor thelaststep.Whena fragmenthasfinishedits task,
the execution stops. All information from one program
fragmentrequiredby somelater fragmentmust be com-
municatedexplicitly. All the methodsfor communicating
with the next fragmentmarshalthe datainto a string and
transmitit in a hiddenHTML field, in a cookie,or save it
in a file on theserver.

Figure 2 shows the addition programconvertedinto a
CGI program.Becausetheoriginal additionprogramcon-
tainstwo interactions,thecorrespondingCGI versioncon-
sistsof threefragments,re-integratedinto a singleprogram
via a conditional.The invocationof get-bindingsextractsthe
bindingsfrom theWebform, which theCGI programthen
testsfor threeconditions:

1. If thereareno bindings,the programstartsfrom the
beginning. It createsa Web pagewith a question,a
hiddenfield that specifiesthe resumptionpoint, and
thelist of valuesthataresupposedto behiddenin the
Webpage.

2. If the programcan extract FIRST-STOP for ’ resume-at,
thenit wasinvokedwith afirst input. It producesasec-
ond form andqueriesthe consumerfor anothernum-
ber.

3. Finally, if the program extracts SECOND-STOP for
’ resume-at, it has obtained both numbers and can
producethesum.

As thecomputationunfolds,all necessaryvaluesarepassed
explicitly from onestageto thenext asin a bucketbrigade.

Clearly, the structureof the CGI programradically dif-
fersfrom thatof theoriginalversion—indeed,it is basically
inverted1—yet their behavior per se is identical. The in-
vertedstructureof thesecondprogramis necessarybecause
of theconstraintsof theCGI standardandthecapabilitiesof
thebrowsers.In particular, aconsumercancreatea“curried

1M. Jackson[22] recognizeda similar structuralproblemin the early
1970s.WhenCOBOL programsconsumetree-shapeddatain onefile and
producea different tree-shapedform of datain anotherfile, it is bestto
think of the programas two coroutines. SinceCOBOL doesn’t support
coroutines,heinventedprograminversion, a techniquefor providing sim-
plecoroutine-like proceduresin programsthatdon’t supportsuchformsof
control.



;; prompt-read : String � Value
;; readaSchemevalue
(define(prompt-read question) ;; definesthefunctionprompt-read

(display question)
(read))

;; main

( display �

( � (prompt-read "Enter the first number to add:") �

(prompt-read "Enter the second number to add:") � ))

Figure 1. An Interactive Addition Program

;; produce-html: StringString(listof Value) � void
;; effect: to write aCGI HTTP headerandHTML Webform
(define(produce-htmlquestionmarkfree-values) . . . ) ;; bodyuninteresting

(defineFIRST-STOP"first number done")
(defineSECOND-STOP"second number done")

(definebindings(get-bindings))

;; main
(cond ;; eachbracketedclauseis aquestion-answerpair;

;; in this instance,all answerexpressionsareboxed
[(empty-bindings?bindings)

(produce-html"Enter the first number to add:" FIRST-STOP ’()) � ]
[(string � ? (extract-binding/single’continue-at bindings) FIRST-STOP) ;; ’continue-at is asymbol, astringoptimizedfor equalitycomparison

(produce-html"Enter the second number to add: " SECOND-STOP
(list (list ’first-number (extract-binding/single’ response bindings)))) � ]

[(string � ? (extract-binding/single’continue-at bindings) SECOND-STOP)

(display ( � (string � number (extract-binding/single’first-number bindings))
(string � number (extract-binding/single’ response bindings)))) � ])

Figure 2. A CGI Version of Figure 1

adder”2 usingthebackbuttonto re-enterdifferentvaluesfor
thesecondargument.Thesituationonly grows moregrim
asthenumberof interactionsincreases.In general,thepro-
grammay loop, requestingan arbitrarynumberof inputs.
This necessitatesconstructinga singlebranchthathandles
many responses,rememberingthestateof theiterationand
anunboundednumberof intermediatevalues.

Performingthis restructuringmanually easily leadsto
errors. One of the authorsrecentlyrenewed two Internet
domainnameregistrations. The penultimatepageof the
registrationprogramindicatedthat theusershouldwait for

2A curriedfunctionacceptssomeprefix of its argumentsandreturnsa
new functionthatacceptstheremainingarguments.

theserver to finish processingthe renewal request.After a
moment,it automaticallyproceededto thefinal page,con-
firmedtherenewal, andbilled theauthor’s creditcard.Ac-
cidentallyhitting thebackbuttonreturnedto theprocessing
page,which billed the credit cardagain,renewing the do-
mainnamesfor a secondyear.

In principle,theCGI programsaresystematicallyrelated
to the “direct style” interactive programsthatuseplain in-
put and output primitives. While CGI programmerscur-
rently structureeachscript independently, we proposethat
thesoftwareconstructionprocessshouldtake advantageof
this relationship.Thenext sectionsdemonstratehow to au-
tomaticallytransformadirect-styleprograminto aCGIpro-



gram,with no interventionfrom theprogrammer

2.2 Dir ect-StyleCGI Programs

Software engineershave learnedhow to develop and
maintainsequentialinteractive programs. Hence,if they
could develop interactive programsand usethem as CGI
scripts, they could reusethe software engineeringtech-
niquesfor interactiveprogramsin thischaoticworld of Web
programming.

Since CGI programs run in the context of a Web
server, a customserver canprovide CGI programswith re-
implementationsof primitivessuchasdisplay or prompt-read.
A specializedversionof prompt-read cancapturethecurrent
control stateasa continuation[33] value,usingScheme’s
call/cc construct.The server canstorethis continuationfor
later resumption. The server associatesthe continuation
with a new URL thatacceptsthe inputsfrom a Web form.
Whenthe consumersubmitsa responseto this Web form,
thebrowserissuesa requestfor theURL that is associated
with acontinuation.This requestandall futurerequestsfor
the URL resumethe continuationwith the datafrom the
Web form. In particular, becausea Schemecontinuation
canbeinvokedanarbitrarynumberof times,theconsumer
can respondto the sameWeb form a multiple numberof
timesandthusresumeacontinuationasoftenasdesired.

Prior work [19, 28] implements this approachand
demonstratesits advantages. In addition to facilitating
program construction, the modified Web server yields
superiorspeedfor CGI scriptscomparedto severalexisting
methods.

Unfortunately, the approachhas two severe problems
in theory. First, it requiresa server written in a language
with advancedcontrol featuressuchascontinuations.Sec-
ond, the URLs for continuationsact as persistentrefer-
encesto storagewithin the server. This resultsin a dis-
tributedgarbagecollectionproblemwith no supportfrom
the browser. In fact URLs may be in bookmarkfiles, hu-
manminds,andothermedia.Onewayto addressthisprob-
lem is to imposetimeouts. That is, the server disposesof
unusedcontinuationsaftersomegivenamountof time. Un-
fortunately, time-outsdon’t solve theproblem.If a timeout
is too large,theserver consumestoo muchmemory. If it is
too short,it forcesconsumersto restartcomputationsfrom
the beginning too often. It also makes the consumerde-
pendon thereliability of theserver, which mayrestartdue
to power failuresor softwareupgrades.

Severalmonthsof actualexperienceusingtheserver for
anoutreachproject’sWebsites[1, 2] revealedthatproblems
with timeoutsmatterin practice.3

3Also, becausethe generatedURLs encodeenoughinformation to
identify the instanceof the program,its continuation,anda randomkey,
they aretoo longfor someemailclients,whichmangledthem.Someusers
reportedproblemscopying theURLsbecauseof this.

� Oneof thesitescontainsa workshopregistrationform
with a timeoutof 24 hours.This sufficedfor mostre-
spondents;a few, however, hadto requestanextension
dueto a snow-stormthat interferedwith their Internet
access.Unfortunately, not even the site operatorcan
resurrecta continuationthattheserverhasdiscarded.

� Onanotheroccasion,oneof theauthorscopiedthefirst
pagegeneratedby theregistrationprogramto a differ-
ent file. Initial testingsuggestedthat the copiedpage
functionedcorrectly, yeta few dayslaterseveralwork-
shopadministratorsindicatedotherwise.Eventhough
neitherthecodenor thestaticpageschanged,theform
ceasedto function since the continuationhad timed
out.

3 Generating CGI Programs

The theoreticalandpracticalproblemswith the server-
basedapproachforcedus to consideran alternative imple-
mentationtechnique. This sectiondescribesthis new ap-
proach,first for purely functional programs,and then for
programsutilizing amutablestore.

3.1 Functional CGI Programs

Removing timeoutswould eliminatemany of the prob-
lems encounteredwith our custom Web server. Since
timeouts reclaim resourceson the server consumedby
suspendedcontinuations,an alternateimplementationthat
savedcontrolstateon theclient would rendertimeoutsun-
necessary. To eliminatethe usesof call/cc to suspendcon-
tinuations,we utilize techniquesfor compiling functional
programminglanguages. More specifically, we employ
threewell-known transformationsto automaticallycreate
thecontrolflow requiredfor Webapplications:

Continuation PassingStyle (CPS) [15] eliminatescall/cc

by representingthe control stateof a programexplic-
itly. In particular, eachfunction of the programnow
consumesoneadditionalargument: anotherfunction
representingthe continuation. A function that must
grab the continuationand storeit for future usecan
simply refer to this new argument. In our case,a re-
implementationof prompt-read can turn its new argu-
ment into a resumptionpoint, that is, a point from
wheretheprogramcanberestarted.

Lambda lifting [24] turnstheresumptionpointsinto inde-
pendentfunctionsthat canbe moved to the top level,
makingthemaccessibleto thecodehandlingthenext
interaction.

Defunctionalization [30] changesthe representationof



(define-structclosure (codeenv))
;; Closure � (make-closure Int Env)
;; Env � (listof Value)

;; apply-closure : Closure (listof Value) � � Value
(define(apply-closure f . args)

(apply ;; suppliesthearguments
(apply ;; suppliestheenvironment

(vector-ref closures(closure-codef ))
(closure-env f ))

args))

;; theconvertedfunctionsandcontinuations
(defineclosures

(vector
(lambda () ;; theenvironment(in thiscase,empty)

(lambda (response1) ;; theargument
(prompt-read-k"Enter the second number to add:" (make-closure 1 (list response1)))))

(lambda (response1) ;; theenvironment(in thiscase,holdsthepreviousargument)
(lambda (response2) ;; theargument

(display ( � response1response2))))))

;; prompt-read-k: StringClosure � void
(define(prompt-read-ksk)

(display s)
(apply-closure k (read)))

;; main
(prompt-read-k"Enter the first number to add:" (make-closure 0 empty))

Figure 3. The Compiled Version of Figure 1

higher-orderdata,suchasclosures4 andcontinuations,
into a first-order form. By choosingportablecon-
creterepresentations(in thiscase,vectors),wecancor-
rectly marshalthesekindsof higher-orderdata.Using
defunctionalization,the script writes the continuation
into a hiddenfield of a Web form andusesit later to
restartits computation.

CPS’ing,lambdalifting, anddefunctionalizingpartitionsa
programinto separateinteractivesteps,socomputationcan
halt convenientlybetweenthem. Small changesthencon-
vert theprograminto a standardCGI script.

We explain the processwith the trivial but illustrative
examplefrom figure1. Theresultof thesethreeautomated
translationstepsis shown in figure3. This interactive pro-
gramrequiresonefinal stepto becomeaCGI program.The
revisionin figure4 demonstratestheresultof systematically
transformingthe compiledversioninto a CGI script. The
resultis structurallyalmostidenticalto thehand-codedver-
sionof figure2.

4Closuresarefunctionsthat rememberthelexical context of their cre-
ation.They usuallyconsistof anenvironmentandacodepointer.

The detailsof the processareasfollows. The first step
producesaCPS’edversionof theprogram.Hereis ourrun-
ningexample:

(prompt-read-k"Enter ... first ... "
;; lambda declaresanonymous,first-classfunctions
(lambda (res1)

(prompt-read-k"Enter ... second ...:"
(lambda (res2)

(display ( � res1res2))))))

where

;; prompt-read-k:
;; String(Value � Value) � Value
(define(prompt-read-ks k)

(display s)
(k (read)))

The CPSconvertermustsupplyalternateimplementations
of primitives. CPS’edversionsof higher-orderprimitives
thataccept(or return)call-backsmustsupplyacontinuation
to their argument,which may after all containresumption
points. Externalmodulesthat acceptfunction arguments
mustbetransformedaswell.

Lambdalifting turnsanonymousfunctionsinto globally
definedfunctions.It thusallowsthecompiledCGI program



(define-structclosure (codeenv))
;; Closure � (make-closure Int Env)
;; Env � (listof Value)

;; apply-closure : Closure (listof Value) � � Value
(defineapply-closure . . . ) ; asin figure3

(defineclosures. . . ) ; asin figure3

;; replaced:
(define(prompt-read-ksk)

(produce-htmls (closure-codek) (closure-env k)))

;; added:
;; produce-html: StringString(listof Value) � void
;; effect: to write aCGI HTTP headerandHTML Webform
(define(produce-htmlquestionmarkfree-values)

. . . )

(definebindings(get-bindings))

;; main
(cond

[(empty-bindings?bindings)
(prompt-read-k"Enter the first number to add:" (make-closure 0 empty))]

[(string � ? (extract-bindings/single’ resume-at bindings) "0")
(apply-closure (make-closure 0 (create-env-from-strings(extract-bindings/single’env bindings)))

(extract-binding/single’ response bindings))]
[(string � ? (extract-bindings/single’ resume-at bindings) "1")
(apply-closure (make-closure 1 (create-env-from-strings(extract-bindings/single’env bindings))

(extract-binding/single’ response bindings))])

Figure 4. The CGI Version of Figure 3 (Compare with Figure 2)

to resumea continuationwith a call to a global function.
Eachexpressionof theform

(lambda � args	
� body	 . . . )

is replacedwith

((lambda � free-vars	
(lambda � args	�� body	 . . . ))

� free-vars	 )
where � free-vars	 is thelist of freevariablesin � body	 . . . . This
new function is closed,so it canbesafelylifted to theout-
ermostlexical scope.

For our runningexample,this stepyields

(defineclosure1
(lambda ()

(lambda (res1)
(prompt-read-k"Enter ... second ...:"

(closure2res1)))))

(defineclosure2
(lambda (res1)

(lambda (res2)
(display ( � res1res2)))))

(prompt-read-k"Enter ... first ...:" (closure1))

Usingclosure1andclosure2wecannow runtheprogramfrom
different resumptionpoints, turning the original program
intoacurriedadderjustasthebackbuttononaWebbrowser
does.

Figure3 shows the resultof the final compilationstep,
namelyof convertingclosuresinto structures;functionap-
plicationsare performedby apply-closure. The stepis nec-
essaryfor two reasons.First, Web forms must refer to a
specificresumptionpoint (closure)within a program,but
Web forms can only containstrings. A uniquesymbolic
code,suchas an index into a vectorof closures,satisfies
this requirement. Second,someclosuresmay survive an
interactionwith the consumer, which meansthat their en-
vironmentmustbemarshaledinto stringsfor hiddenfields
andunmarshalleduponresumption.Sinceall closureshave
beenconvertedinto first-orderclosure structures,a function
suchasprompt-read canwrite a closureinto thehiddenfield
of a Web form andthe CGI programcanreadthis closure
andapply it. Specifically, the codepointerof the continu-
ationdescribeswhatsubprogramto invoke next. Thecon-
tinuation’s environmentcapturesany valuesneededby the
next subprograminsteadof explicitly passingthemin hid-



denfields.
Up to this point, thetransformationproduceda semanti-

cally equivalentprogram,so the resultis a normalinterac-
tive program.To producea CGI program,we replacetwo
fragmentsof thedefunctionalizedprogram.Thedefinition
of prompt-read changesandnow marshalsthe continuation
into a Web form, promptsthe userwith a form, and then
exits. The main programchangesto the text of figure 4.
In otherwords,theprogramfirst checksthe form bindings
for the continuationfrom prompt-read. If it exists, the con-
tinuation is resumedvia a closureapplication. If not, the
invocationstartsfrom thebeginning.

To provethewell-behavednatureof our transformation,
we would needto constructa modifiednotion of observa-
tional equivalencethat accountsfor the differencesin the
two programs. Intuitively, disallowing the client’s useof
thebackbutton,cloning,andbookmarkingfacilitieswould
force eachcontinuationresumedto be the last one sus-
pended,thusmaintainingthesamecontrolflow astheorig-
inal interactive program. More formally, this notion of
equivalencewould restrict the contexts usedfor observa-
tionsto only includestreamsof inputswhereeachcontinu-
ationin thestreammustmatchtheoneproducedfrom pro-
cessingthe streamup to that point. Sinceeachtransfor-
mationsteppreserveseitherfull or restrictedobservational
equivalence,theentireprocesswouldpreservetherestricted
formof equivalence.Weintendto investigateaformalproof
alongtheselinesin futurework.

Security

Recordingthecontinuationin theclientandretrieving it
introducestwo securityissues.First,malicioususerscanal-
ter thecontinuation,resultingin unexpectedbehavior. Sec-
ond,curioususerscaninspectthe continuation’s freevari-
ables,possiblyrevealingconfidentialinformation.

Existing cryptographic solutions remedy both these
problemswithout introducingmorethana fixedamountof
server-side state. Appendingthe marshalledcontinuation
with a keyedhash[3] would allow theunmarshalleron the
server to verify thecontinuation’s integrity. Encryptingthe
continuationusinga block cipherwith a randomkey kept
only on the server would prevent usersfrom inspecting
thecontinuation.Thesystemcouldgeneratethenecessary
keys on a systemwide or per-program basis, avoiding
excessserver-side state. One modeof the proposedAd-
vancedEncryptionStandard[9] simultaneouslydoesblock
encryptionaswell asmessageauthenticationin one(highly
parallelizable)operation.

3.2 Compiling Stateful CGI Programs

While generatingCGI programsfrom interactivefunctional
programsis almosta routine task with functional compi-

(definebox-0(box0))
(definebox-1(box0))
;; main
(begin

(set-box!box-0(prompt-read "Enter the first number to add: "))
(set-box!box-1(prompt-read "Enter the second number to add: "))
(show ( � (unboxbox-0) (unboxbox-1))))

Figure 5. A Stateful Interactive Program

(define-structclosure (codeenv))
;; Closure � (make-closure Int Env)
;; Env � (listof Value)

;; apply-closure : Closure (listof Value) � � Value
(defineapply-closure . . . ) ; asin figure3
(defineclosures(vector . . . ))

;; replaced:
(define(prompt-read-ks k)

(produce-htmls (closure-codek) (closure-env k)))

;; added:
;; produce-html: StringString(listof Value) � void
;; effect: to write aCGI HTTP headerandHTML Webform
;; includingacookiecontainingthe-boxes
(define(produce-htmlquestionmarkfree-values)

. . . (write-boxes-to-cookiethe-boxes). . . )

(definebindings(get-bindings))

;; the-boxes: (vectorof Value), thecurrentstore
(definethe-boxes

(if (empty-bindings?bindings)
(initialize-the-boxes)
(read-boxes-from-cookie)))

;; initialize-the-boxes : � (vectorof Value)
;; createanew storeplusasequencenumber

;; read-boxes-from-cookie: � (vectorof Value)
;; turn acookieinto astore,checksequencenumberusinga lock file

;; write-boxes-to-cookie: (vectorof Value) � void
;; turn astoreinto acookie,incrementsequencenumberusinga lock file

;; main
(cond

[(empty-bindings?bindings)
(apply-closure (make-closure 0 empty) (box0))]

[else
(apply-closure

(make-closure
(string � number (extract-bindings/single’continue-at bindings))
(create-env-from-strings(extract-bindings/single’env bindings)))

(extract-binding/single’ response bindings))])

Figure 6. Its CGI Version



lation techniques,internal5 assignmentsin the interactive
program pose an interestingchallenge. The first prob-
lem is dueto plain variableassignments—set! in Scheme—
becauselambdalifting assumesthatcopying bindingsis ac-
ceptable.We mustthereforeeliminateall assignmentstate-
mentswith a transformationthatreplacesmutablevariables
by boxes,6 assignmentsto variableswith assignmentsto
boxes,and referencesto suchvariableswith dereferences
of boxes. Furthermore,the CGI programgeneratormust
know all boxesthattheoriginalprogramuses(or implicitly
introduces).Figure5 containsanimperativeversionof our
exampleconvertedto useSchemeboxes.

Thesecondproblemis muchmoresevere.Semantically,
assignmentsintroduce an additional element: the store.
Roughly speaking,the store is threadedthroughthe pro-
gram,independentlyof thecontrolstate.In particular, when
aSchemeprograminvokesthesamecontinuationtwice,the
storeof thesecondinvocationreflectsall thestoreupdates
sincethefirst invocation.Modificationsof thestoresurvive
continuationcaptureandinvocation.

A consumerwho invokes the samecontinuationtwice
via a Webform shouldalsoseethat thestoremodifications
of the first invocationsurvive whenthe secondinvocation
is launched.This requirementimplies thata CGI program
mustdealwith the storedifferently thanwith the environ-
ment of a closure. In particular, it is wrong to placethe
currentstoreinto a hiddenfield of a Webform. After all, if
theconsumerclonedthepage,thebrowserwouldalsocopy
the store,and two submissionsof the form would submit
thesamestoretwice.

Still, we must choosewhere to rememberthe current
storewhenwe suspenda CGI program. We could either
placethestoreontheserveror ontheclientmachine.As we
alreadyknow from thediscussionof theplacementof con-
tinuations,theserver is ill-suited for this purpose.7 Hence,
we mustturn thestoreinto a datumthatis sentto, andthen
storedon,theconsumer’smachine—but not insidetheWeb
page.

This reasoningleavesuswith the singlechoiceof turn-
ing thestoreinto a browser“cookie” andplacingthis mar-
shalledform into theconsumer’scookiefile. Unlikehidden
fields, they are independentfrom any particularpage,so
changingcontinuationsvia the backbuttondoesnot affect
thestore.Figure6 sketchesthecookie-basedtranslationof
figure5.

Although this näıve cookiesolutionsoundsstraightfor-
ward, it hastwo imperfections.Thefirst one,which is mi-
nor, is a the restrictionthat Web browsershave a limit of

5Weignoremodificationsof datain externalentities,saytheserverfile
systemor adatabase,becausethis topic is well-understood.

6Boxesin Schemeareakin to wrapperclassesin Java.
7Avoiding server-sidestatealsofacilitatesreplicatingtheserver across

several machines. Although outsidethe scopeof this paper, replication
improvesindustrialservers’ loadbalancingandfault resistance.

80kB of storagefor cookiesper hostname[26]. In prin-
ciple, a limit like this is no different thana limit on heap
spacefor a conventionalprogram,but thesmallsizeof the
limit will be problematicfor someprograms.As security
researchimproves,we expectcookiesor someothermech-
anismto matureenoughto lift thesesimplistic restrictions.
The second,more important,onearisesbecausebrowsers
transmitcookiesat thetimethey submittheWebrequest.If
theusersubmitssimultaneousrequests,thesecondrequest
processedby theserver will containanout-of-datecookie.
A näıve implementationmaythusloseupdatesto thestore.

Our solutionis to includea sequencenumber[29] with
the cookiestore. A sequencenumberallows the CGI pro-
gramto detectraceconditions.More specifically, the CGI
stubcodestoresa sequencenumberfor eachoriginal invo-
cation(“session”)of aCGI programandusesthissequence
numberto manageaccessto the store. If it ever obtains
a storewith a sequencenumberlessthan the currentone,
it asksthe consumerto resubmitthe Web form. Unfortu-
nately, theuseof sequencenumbersre-introducestheserver
sidestoragemanagementproblem,thoughbecausethestor-
ageneedsfor numbersaresmall,theproblemis negligible.

In summary, theinventorsof browserscreatedtwo mech-
anismsfor threadinginformation through Web computa-
tions. Thetwo mechanismsareanalogousto thetwo ways
information flows in a programminglanguagesemantics:
storesthataccumulateover timeandcontinuationswith en-
vironmentsthat grow and shrink. Our CGI compiler can
thereforeusethe browsers’mechanismsto implementthe
separatestoragerequirementsfor continuationsandstores
in a systematicmanner.

4 DevelopingCGI Scripts

Developinga conventionalCGI programin standardpro-
grammingenvironmentsis difficult. To debug theprogram
properly, the developershouldrun the programas a CGI
scriptandinteractwith it througha browser. This is, how-
ever, a poor interactionenvironment. Insteadof a proper
errormessage,theprogrammerseesresponsessuchas

Internal Server Error....More
information about this error may
be available in the server error
log.

Theserver’serrorlog containsacorrespondingreport:

Premature end of script headers

followedby thenameof theprogram.Theprogrammercan
infer from this that the CGI programdidn’t outputa valid
responsebeforeterminating,but little more.

Our compilationprocessintroducestheadditionalprob-
lem that thecodethat is executedasa CGI script is not the



Figure 7. CGI Error Reporting

direct-stylecodethat the programmerwrote. Instead,the
programmer’scodeis first transformedandthenrun under
theserver’scontrol.

We canovercomeboth problemswith a minor modifi-
cationof existing programmingenvironments.The ideais
to provide a library that re-implementsprimitivessuchas
prompt-read sothattheexecutionof thedirect-styleprogram
functionsas if the CGI script wererun. In particular, the
primitive communicatesthe given Web pageto a browser,
and the browser communicatesthe submissionof a Web
form to the theseprimitives. Furthermore,the new library
keepstrack of the continuationsof prompt-read so that the
developercan truly simulatea consumer’s actionson the
browser.

To demonstratethis idea,wewrotealibrary (technically,
a Teachpack[14]) of interactionfunctionsfor DrScheme,
our programmingenvironment[14] for Scheme. The re-
implementedprompt-read primitive uses a more general
primitive that acceptsHTML pages(with forms); it grabs
thecurrentcontinuation,storesit, andmanagesthecommu-

nicationwith thebrowser. By switchingTeachpacks,legacy
softwarecanrun eitherasa commandline programor asa
Webapplication.

All of DrScheme’s toolsarenow availableto thedevel-
operof aCGIscript.For example,DrScheme’serrorreport-
ing works properly. Supposethe developerforgetsto deal
with illegal inputsexplicitly andinsteadreliesonScheme’s
primitivesto readthesubmittedstrings(all Web inputsare
strings)asnumbers.Thentheprogramraisesanexception
for ill-formed inputs, and DrSchemehighlights the place
wherethe programraisedthe exceptionas if the program
werean ordinary interactive program. Seefigure 7 for an
illustration.

Consider the more complex example of DrScheme’s
single-stepdebugger [6]. The tool reducesSchemepro-
gramsaccordingto Scheme’s reductionsemantics[12]. A
developermaywish to usethestepperto understandtheac-
tionson a step-by-stepbasis.Thestepperalreadyaccounts
for library callsasatomicfunctioncalls,sothat it properly
displaystransitionsof CGI programs—includinginput and
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outputsteps.Seefigure8 for anillustrationof this capabil-
ity.

In general,our methodologyfor developing CGI pro-
gramspermitstheuseof conventionalsoftwareengineering
methodsfor interactive programsandtheuseof systemati-
cally enrichedprogrammingenvironments.We believe that
our ideasthusbring rigorousorderto theworld of CGI pro-
gramming.

5 Implementation Status

Both the CGI compiler and the CGI Teachpackfor
DrSchemeexist in prototypeform. OurprototypeCGIcom-
piler operateson R4RS[7] programswith someminor re-
strictions.We havedevelopedanumberof examplesin this
context, plus one full-fledgedapplication: the teacheren-
rollmentdialogfor anoutreachproject.

Themarshalingprimitivesusetheexisting PLT Scheme
printer, which automaticallytakescareof sharingandcy-
clesin thereadingandwriting of environmentsandcookies.
The encodingcould benefitfrom a type-specificcompres-
sion step[23] to reducenetwork traffic andthe amountof

datathatis storedin cookies.WeusetheCPSconversionof
Danvy andFilinski to avoid introducingadministrativebeta
redexes[10, 31].

6 RelatedWork

Programmersbuilding imperative-style programs in
purely functional languagesusea techniquebasedon the
mathematicaltheory of monads. Hughes[20], in devel-
oping his theory of arrows, a generalizationof monads,
describeshow to implement interactive CGI programs
usingarrows. His key insight is to provide a mechanism
thatat eachinteractionpoint turnsthecurrentcontinuation
into a datumfor theWeb page.This requiresanoperation
on continuationsnot supportedby most languageswith
continuations. Similarly, Queinnec[28] advocatesusing
call/cc to implementinteractionsbetweenWeb serversand
consumers. His method requiresthe modification of a
server thatcanstorecontinuations.

Our researchstartedasanexplorationof thesetwo pub-
lications. We diagnosedthe short-comingsof theseap-
proaches,namely, that thearrow solutiondealswith stores



improperly and the time-outs, basedon our experience,
dog continuationobjects in a Web server. Our solution
addressesboth problemsandovercomesthesedifficulties.
Furthermore,ourwork demonstratesthattheseideasareap-
plicableto all kinds of languages,not only functional lan-
guagessupportingfirst-classcontinuations.

Graham[18] claimsthatthesuccessof hisViawebcom-
pany, now Yahoo!Shopping,is duein partto themethodical
useof continuation-passing-styleto constructWebapplica-
tions. If this techniqueproveshelpful when donemanu-
ally, usingour automatedtranslationmust be even better.
He doesnot explain how his company dealtwith mutable
stores.

At first glance,a readermight suspectthat the FastCGI
protocol[27] solvestheproblemsof engineeringCGI pro-
gramsby explicitly waitingfor arequestin themiddleof the
program.TheFastCGIprotocolstartsaseparateprocesson
theserver for eachWebprogram.Theserver forwardssuc-
cessive requeststo the FastCGIprogram,which sendsthe
responsesbackto theserver. Sincetheseprogramswait for
a request,it appearsat first that the programmercould do
morethanthe typical looping over requestsat the startof
theprogram.Onecouldattemptto constructan interactive
programby waiting for the next requestat differentpoints
in thecomputation.However, thisapproachonly allowsthe
userto proceedforward througheachinteraction.Cloning
windowsor usingthebackbuttonwill sendtheform datato
thewrongpoint,causingtheFastCGIprogramto eithernot
find fieldsexpectedfrom thecorrectform or, evenworse,to
misinterpretfieldsthataccidentallycoincide.

The Mawl system[4] usesthis ideaof a threadwaiting
for requestsat differentpointsin the codeto transparently
preserve programstateacrossinteractions.Sinceprevious
pagesrepresentingold programstateareno longeracces-
sible, usersmust restart transactionsto correct mistakes.
Their experienceindicatesthatuserscomplainedaboutthis
inability to usethe backbutton or the browser’s pagehis-
tory.

Java servlets[8] addressperformanceissuesin a man-
nersimilartoFastCGI.Asidefrom theobject-orientedinter-
faceandlibrariesfor constructingHTTP responseheaders,
servletsprovide the sameprogrammingmodelasstandard
CGI. EachincomingrequestinvokesadoGet or doPost
methodin the servletfrom the beginning, leaving the task
of restoringtheappropriatecontrolcontext to theprogram-
mer. It mayappearthatservletscanavoid moving thestore
into cookiesby storingvaluesin theservletobject’s fields.
However, theWebserver hastheoptionof garbagecollect-
ing aservletandcreatinganew oneatany time. Theserver
alsohasthe option of migratingthe servletto anothervir-
tualmachine,sodatamaynotresidein staticfieldsbetween
interactionseither. The HttpSession classprovidesa
mechanismfor maintainingadictionaryfrom stringsto Ob-

jectson theserver andstoringa referenceto thedictionary
in a URL, cookie,or SecureSocketsLayersession.All the
problemswith server-sidestateconsumingmemoryor tim-
ing out remain.

The Java PlatformDebuggerArchitecture[34] enables
Java developmentenvironments[5, 21, 35] to attachre-
motelyto theJVM thattheWebserverusesto run servlets.
Althoughthis reusesexistingdevelopmentenvironmentsto
debugWebapplicationsby settingbreakpointsanddisplay-
ing thesourceof exceptions,it doesnot assisttheprogram-
merwith theconvolutedstructureof interactiveservlets.

7 Conclusion

Our paperintroducesan automatedtranslationthat im-
plementsaninteractiveprogrammingmodelfor Webappli-
cations.This modelmatchesthementalmodelof software
engineersaccustomedto thinking abouttraditionalinterac-
tiveprograms.By avoidingthemanualsaving andrestoring
of control statebetweeninteractions,the systemnot only
easesthe initial softwaredevelopment,but also facilitates
maintenanceand assistsother engineersin understanding
theproduct.Softwareengineerscanport legacy softwareto
the Web by usingour transformation.Furthermore,bring-
ing this systematicorderto theworld of CGI programming
solves the problemof developingCGI programs. Futher-
more,our techniqueallows developersto useconventional
programmingenvironments.

TheautomatedtranslationproducesCGI-compliantpro-
gramsusingCPSconversion,box conversion,lambdalift-
ing anddefunctionalization,followedby the generationof
a little administrative stubcode. The well-understoodfor-
mal natureof the first four stepsjustifiesa high degreeof
confidencein thetranslationprocess.

We can implementthesetransformationsfor languages
suchasPerl [38], Python[37] andJava [17]. It is easyto
simulateclosureswith objects,but thelackof tail-call opti-
mization[25] makesit difficult to controlstackgrowth. We
could useexceptions[16, 32] to amelioratethis problem.
Indeed,sincePythonnow supportsa form of continuation
operator[36], we canalso turn IDLE [11] into a CGI de-
velopmentenvironment.Evenin theabsenceof suchtools,
programmerscanachievea lesserdegreeof benefitby pro-
ceedingin asystematicmanneranddocumentingthedesign
pattern.
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