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Abstract

The constructionof interactive serverside Web appli-
cationsdiffers substantiallyfrom the constructionof tradi-
tional interactive programs. In contrast, existing eb pro-
grammingparadigmsforce programmes to saveand re-
store control statebetweernuserinteractions.\e presentan
automatedransformatiorthat corvertstraditional interac-
tive programsinto standad CGI programs. This enables
reuseof existingsoftwae developmentmethodolgies. Fur-
thermoe, an adaptationof existing programmingernviron-
mentssupportshedevelopmenbf Web programs.

1 DesigningWebPrograms

The needfor generatingMebinformationon demands
obvious. One pagemay needthe currenttime and date;
anothempagemay includeresultsfrom a databas@uery;a
third pagemaydisplaythecurrentstatusof thesener. Since
suchprogramscomputesmall amountsof informationand
producenot muchmorethanasingleWeb page peoplecall
themscripts

Following a long-standingraditionin computing,Web
scriptinghasgrown up. Thesescriptshave now turnedinto
seriousmaintainedprogramshatsometimesepresenthe
raisond’étre of a commercialestablishment.Consumers
can find on-line stores,e-mail clients, interactve games,
and more implementedwith a Web interface. In other
words, insteadof writing Web scripts programmershow
design,jmplementandmaintaininteractive Web programs
with complex and multi-layeredinterfaceprotocols. Thus,
all the usualsoftware engineeringconcernsaboutevolving
maintainablecodeto matchgrowing requiremenspecifica-
tionsapply.
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Furthermore, the designersof comple, interactve
sener-side Web programsface an additional software
engineeringproblemwhenusingexisting technology Most
dialogsconsistof mary interactions,where eachinterac-
tion presentsa form and processeghe users response.
However, Common Gatavay Interface (CGI) programs
halt after processinga singleform. Similarly, Java servlet
methodsreturn upon handlinginputs from a single form.
Java Sener Pagesalsoforce programmergo contorttheir
codeto respondwith a single pagein responséo a single
interaction with the user Since all widely used Web
technologiessuffer from the sameproblem of forgetting
control information betweeninteractions,the rest of this
papersdiscussiorof CGI programsappliesequallywell to
otherstandards.

To forcetheinteractive natureof programsnto the Web
programmingmold, aninteractionis implementedy hav-
ing a script deliver a Web page, wait for the consumer
to submita responseandthen procesghat responsewith
a(nother)script. Complicatingmatterseven more,the Web
programsmustaccommodateonsumersvho backtrackin
their interactionsclone their browserwindows, re-submit
the sameor differentanswersfor ary given form, and so
on. In short,a Web programand a consumemake up a
pair of coroutineswhereeachinteractionpoint canbe re-
sumedarbitrarily often However, dueto the lack of these
multiply-resumableoroutinesor similar constructsn most
Web programminglanguagesthe designercannotmatch
the structureof theinteractionwith the structureof thepro-
gram. Theserequirementgesultin ad hoc mechanismso
save andrestorecontrol statethat are difficult to develop,
maintain,or explainto colleagues.

In this paper we shav that Web programmergan use
existing software engineeringmethodsto develop interac-
tive programsand that well-known, automatableransfor



mationscangenemte standardCGl scriptsfrom thesepro-

grams. Specifically we extend a programminglanguage
with a primitive for Web interactionsand shav how this

extensionsimplifiesthe design,development,and mainte-
nanceof interactive Web programshow it allows program-
mersto migratelegagy programso theWeb; how theresult-

ing programsmanagethe two kinds of information flows

found in Web programs;and how we can adaptexisting

programmingervironmentsin supportof this development
style.

Theremaindeof this paperis organizedasfollows. The
secondsectionof this paperis a brief introductionto con-
ventionalWeb programming.Thethird sectionpresentshe
centralideasof the paper: the new I/O constructand its
implementation. The fourth sectionillustratesthat when
Web programsare just interactive programs programmers
can develop, test, and detug them in ordinary program-
ming ervironments,enrichedwith a small run-time exten-
sion. Thefifth sectionoutlineshow we have implemented
our ideasin Schemd7], sothatwe cantesteachdevelop-
mentstage.Thework doesnotrely on Schemes advanced
controlconstructshowever. The sixth sectiondiscussese-
latedwork. We discussn the seventhandlastsectionhow
ourideascarryoverto mary otherprogrammindanguages,
even thosewithout Schemes advancedcontrol constructs,
and how they are usefulevenin the absenceof tool sup-
port.

2 Interactive CGI Programs

A typicalinteractive programperformsa seriesof computa-
tionsinterspersedvith interactionswith the user Eachin-

teractionrequestsnformationusingHTTP's GET or POST
methodg[13] andwaits for the users response.After the
lastinteraction the programproduceghefinal result. This

sectiondemonstrateRow programmergort interactve ap-
plicationsto theWeb, first via cornventionalmeansandthen
in amoredirectmanner

2.1 Conventional CGl Programs

Figure 1 presentsa trivial interactve Schemeprogram
thatrequestawo numbersaddsthem,anddisplaysthe re-
sult. The footnotedboxes only exist for explanationpur-
poses;they are not part of the programtext. Corvert-
ing even this simple programto function asa Web script
complicateghe codetremendously Accordingto the CGI
standard,every time the programsendsan HTML form
to the consumers browser the CGI programterminates.
Whenthe usersubmitsa responsdo the form, the sener
startsthe CGl scriptthatthe form specifiedasits processar
Thatis, if an interactve programcontainsa single input
request,ts equivalent CGlI script consistsof two separate
fragments. The problemis, however, even more complex

thanthatbecauséhe consumemay usethe back-tuttonto
returnto apageandmayre-submithesameor differentan-
swers.Worse,usingthe new window functionalityto clone
abrowser theconsumercansubmittwo responseto a sin-
gle form (moreor less)simultaneously

To accommodateheseuses,a programmermust—at
least conceptually—turnan interactve program into a
coroutine; the consumerplays the role of the second
coroutine. One way to accomplishthis is to separatehe
programinto several fragments,one per interactionand
onefor thelaststep.Whena fragmenthasfinishedits task,
the execution stops. All information from one program
fragmentrequiredby somelater fragmentmust be com-
municatedexplicitly. All the methodsfor communicating
with the next fragmentmarshalthe datainto a string and
transmitit in a hiddenHTML field, in a cookie,or save it
in afile onthesener.

Figure 2 shavs the addition programcorvertedinto a
CGI program.Becausehe original additionprogramcon-
tainstwo interactionsthe correspondingzGl versioncon-
sistsof threefragmentsre-integratedinto a singleprogram
via a conditional. The invocationof get-bindingsextractsthe
bindingsfrom the Web form, which the CGI programthen
testsfor threeconditions:

1. If thereare no bindings,the programstartsfrom the
beginning. It createsa Web pagewith a question,a
hiddenfield that specifiesthe resumptionpoint, and
thelist of valuesthataresupposedo be hiddenin the
Webpage.

2. If the programcan extract FIRSTSTOP for 'resume-at,
thenit wasinvokedwith afirstinput. It producessec-
ond form and queriesthe consumeifor anothemum-
ber

3. Finally, if the program extracts SECOND-soP for
‘resume-at, it has obtained both numbersand can
producethesum.

As thecomputatiorunfolds,all necessaryaluesarepassed
explicitly from onestageto thenext asin abucketbrigade.
Clearly, the structureof the CGI programradically dif-
fersfrom thatof theoriginal version—indeedit is basically
inverted—yet their behavior per seis identical. The in-
vertedstructureof the secondprogramis necessarpecause
of theconstraintof the CGl standardandthe capabilitiesof
thebrowsers.In particular aconsumecancreatea“curried

IM. Jacksor[22] recognizeda similar structuralproblemin the early
1970s.WhenCOBOL programsconsumeree-shapedatain onefile and
producea differenttree-shapedorm of datain anotherfile, it is bestto
think of the programastwo coroutines. Since COBOL doesnt support
coroutinesheinventedprograminversion, atechniquefor providing sim-
ple coroutine-lile proceduresn programghatdon't supportsuchformsof
control.



;; prompt-read : String— Value

;; reada Schemevalue

(define (prompt-read question ;; definesthefunctionprompt-read
(display question
(read))

;; main
(5],

(—|—‘ (prompt-read " Enter the first number to add:") ‘1

| (prompt-read " Enter the second number to add:") |2))

Figure 1. An Interactive Addition Program

;; produce-htmt String String (listof Value) — void
;; effect: to write aCGI HTTP heademandHTML Webform
(define (produce-htmhbuestiormark free-valuek. . .) ;; bodyuninteresting

(define FIRSFSTOP " first number done")
(define SECOND-SDOP " second number done")

(definebindings(get-binding3)

;;main
(cond ;; eachbracletedclauses aquestion-answepair;
;; in thisinstanceall answerexpressiongareboxed

[(empty-bindings®inding9
(produce-html' Enter the first number to add:" FIRSTSTOP () 1]

[(string="? (extract-binding/single continue-at bindingg FIRSTSTOP) ;; 'continue-at is asymbo] a string optimizedfor equalitycomparison

(produce-html' Enter the second number to add: " SECOND-SDP

(list (list ' first-number (extract-binding/singleé response bindingy)))

¥
—

[(string="7 (extract-binding/singlé continue-at bindingg SECOND-SDP)

(display (4 (string— number (extract-binding/singléfirst-number bindingg)
(string— number (extract-binding/singléresponse bindingy))) 3])

Figure 2. A CGI Version of Figure 1

adder? usingthebackbuttonto re-entedifferentvaluesfor
the secondargument. The situationonly grows moregrim
asthenumberof interactiondncreasesln generalthepro-
grammay loop, requestingan arbitrary numberof inputs.
This necessitatesonstructinga single branchthat handles
mary responsesememberinghe stateof theiterationand
anunboundedumberof intermediatevalues.
Performingthis restructuringmanually easily leadsto
errors. One of the authorsrecentlyrenaved two Internet
domain nameregistrations. The penultimatepageof the
registrationprogramindicatedthatthe usershouldwait for

2A curriedfunctionacceptssomeprefix of its agumentsandreturnsa
new functionthatacceptgheremainingarguments.

the sener to finish processinghe renaval request.After a
moment,it automaticallyproceededo thefinal page,con-
firmedthe renaval, andbilled the author’s creditcard. Ac-
cidentallyhitting thebackbuttonreturnedo the processing
page,which billed the credit card again,renaving the do-
mainnamesgfor a secondyear

In principle,the CGI programsaresystematicallyelated
to the “direct style” interactive programsthat useplain in-
put and output primitives. While CGI programmersur-
rently structureeachscriptindependentlywe proposethat
the software constructiorprocessshouldtake advantageof
this relationship.The next sectionsddemonstratéow to au-
tomaticallytransformadirect-styleprograminto aCGl pro-



gram,with nointerventionfrom the programmer
2.2 Direct-StyleCGI Programs

Software engineershave learnedhow to develop and
maintain sequentialinteractve programs. Hence,if they
could develop interactve programsand usethem as CGl
scripts, they could reusethe software engineeringtech-
niguesfor interactive programsn this chaoticworld of Web
programming.

Since CGI programsrun in the context of a Web
sener, a customsener canprovide CGI programswith re-
implementation®f primitivessuchasdisplay or prompt-read.
A specializedrersionof prompt-read cancapturethe current
control stateas a continuation[33] value, using Schemes
callicc construct. The sener canstorethis continuationfor
later resumption. The sener associateshe continuation
with anew URL thatacceptghe inputsfrom a Web form.
Whenthe consumersubmitsa responseo this Web form,
the browserissuesa requestfor the URL thatis associated
with a continuation.This requesiandall futurerequestdor
the URL resumethe continuationwith the datafrom the
Web form. In particulay becausea Schemecontinuation
canbeinvokedanarbitrarynumberof times,the consumer
canrespondto the sameWeb form a multiple numberof
timesandthusresumea continuationasoftenasdesired.

Prior work [19, 28] implementsthis approachand
demonstratests adwantages. In addition to facilitating
program construction, the modified Web sener yields
superiorspeedor CGI scriptscomparedo severalexisting
methods.

Unfortunately the approachhas two severe problems
in theory First, it requiresa sener written in a language
with advancedcontrolfeaturessuchascontinuations.Sec-
ond, the URLs for continuationsact as persistentrefer
encesto storagewithin the sener. This resultsin a dis-
tributed garbagecollection problemwith no supportfrom
the browser In fact URLs may be in bookmarkfiles, hu-
manminds,andothermedia.Oneway to addresshis prob-
lem is to imposetimeouts. Thatis, the sener disposef
unusectontinuationaftersomegivenamountof time. Un-
fortunately time-outsdon'’t solve the problem.If atimeout
is too large, the sener consumesoo muchmemory If it is
too short,it forcesconsumergo restartcomputationgrom
the beginning too often. It also makes the consumernde-
pendon thereliability of the sener, which may restartdue
to power failuresor softwareupgrades.

Severalmonthsof actualexperienceusingthe sener for
anoutreactprojectsWebsites[1, 2] revealecthatproblems
with timeoutsmatterin practice?

3Also, becausethe generatedJRLs encodeenoughinformation to
identify the instanceof the program.,its continuation,anda randomkey,
they aretoolongfor someemailclients,which mangledthem.Someusers
reportedproblemscopying the URLs becausef this.

e Oneof thesitescontainsa workshopregistrationform
with atimeoutof 24 hours. This sufficed for mostre-
spondentsafew, however, hadto requesainextension
dueto a snov-stormthatinterferedwith their Internet
access.Unfortunately not even the site operatorcan
resurreck continuationthatthe sener hasdiscarded.

e Onanothemwoccasionpneof theauthorscopiedthefirst
pagegeneratedby theregistrationprogramto a differ-
entfile. Initial testingsuggestedhatthe copiedpage
functionedcorrectly yetafew dayslaterseseralwork-
shopadministratorsndicatedotherwise.Eventhough
neitherthe codenorthestaticpageschangedtheform
ceasedo function sincethe continuationhad timed
out.

Generating CGIl Programs

The theoreticaland practicalproblemswith the sener
basedapproacHorcedusto consideran alternatve imple-
mentationtechnique. This sectiondescribeghis new ap-
proach,first for purely functional programs,and then for
programautilizing a mutablestore.

3.1 Functional CGI Programs

Remaing timeoutswould eliminatemary of the prob-
lems encounteredwith our custom Web sener. Since
timeouts reclaim resourceson the sener consumedby
suspendedontinuations an alternateimplementatiorthat
saved control stateon the client would rendertimeoutsun-
necessary To eliminatethe usesof callicc to suspendcton-
tinuations,we utilize techniquesor compiling functional
programminglanguages. More specifically we emplgy
three well-known transformationgo automaticallycreate
thecontrolflow requiredfor Webapplications:

Continuation PassingStyle (CPS) [15] eliminatescall/cc
by representinghe control stateof a programexplic-
itly. In particular eachfunction of the programnow
consumene additionalargument: anotherfunction
representinghe continuation. A function that must
grab the continuationand storeit for future usecan
simply refer to this new argument. In our case,a re-
implementationof prompt-read canturn its new argu-
mentinto a resumptionpoint, that is, a point from
wherethe programcanberestarted.

Lambda lifting [24] turnstheresumptiorpointsintoinde-
pendentunctionsthat canbe movedto the top level,
makingthemaccessibleo the codehandlingthe next
interaction.

Defunctionalization [30] changesthe representatiorof



(define-struct closue (codeerv))
;; Closule = (male-closue Int Env)
;3 Env = (listof Value

;; apply-closue : Closue (listof Value) x — Value
(define (apply-closue f . args)
(apply ;; suppliesghearguments
(apply ;; suppliesheernvironment
(vector-ref closues(closue-codef))
(closue-ew f))
args)

;; theconvertedfunctionsandcontinuations
(defineclosues
(vector
(lambda () ;; theenvironment(in this case empty)
(lambda (responsell ;; theargument

(prompt-ead-k" Enter the second number to add:" (male-closue 1 (list responsef)))

(lambda (responselil
(lambda (responseR ;; theargument
(display (+ responsetesponse)))))

;; prompt-ead-k: StringClosue — void
(define (prompt-read-ksk)

(display s)

(apply-closue k (read)))

;; main

(prompt-read-k" Enter the first number to add:" (male-closue 0 empty))

;; theenvironment(in this case holdsthe previous algument)

Figure 3. The Compiled Version of Figure 1

higherorderdata,suchasclosure$ andcontinuations,
into a first-order form. By choosingportable con-

creterepresentation@n thiscaseyectors)we cancor-

rectly marshalthesekinds of higherorderdata.Using

defunctionalizationthe script writes the continuation
into a hiddenfield of a Web form andusesit laterto

restartits computation.

CPS’ing,lambdalifting, anddefunctionalizingpartitionsa
programinto separaténteractive stepssocomputatiorcan
halt corvenientlybetweenthem. Small changeghencon-
vertthe programinto a standardCGl script.

We explain the processwith the trivial but illustrative
examplefrom figure 1. Theresultof thesethreeautomated
translationstepsis shown in figure 3. This interactive pro-
gramrequiresonefinal stepto becomea CGI program.The
revisionin figure4 demonstratetheresultof systematically
transformingthe compiledversioninto a CGl script. The
resultis structurallyalmostidenticalto the hand-codeder
sionof figure 2.

4Closuresarefunctionsthatremembethe lexical context of their cre-
ation. They usuallyconsistof an ervironmentanda codepointer

The detailsof the processareasfollows. The first step
produces CPS’edversionof theprogram.Hereis ourrun-
ning example:

(prompt-ead-k" Enter ... first ... "
;; lambda declaresanorymous first-classfunctions
(lambda (res)
(prompt-ead-k" Enter ... second ...:"
(lambda (res2
(display (+ reslres3)))))

where

;; prompt-ead-k:
;; String(Value— Value) — Value
(define (prompt-read-ks k)

(display s)

(k (read)))

The CPScorvertermustsupply alternateimplementations
of primitives. CPS’edversionsof higherorder primitives
thataccep{or return)call-backsmustsupplyacontinuation
to their algument,which may after all containresumption
points. Externalmodulesthat acceptfunction arguments
mustbe transformecaswell.
Lambdalifting turnsanorymousfunctionsinto globally

definedfunctions.lIt thusallows thecompiledCGI program



(define-struct closue (codeerv))
;; Closule = (male-closue Int Env)
;3 Env = (listof Value

;; apply-closue : Closue (listof Value) x — Value
(defineapply-closue....) ; asin figure3

(defineclosues...) ; asin figure3

;; replaced:
(define (prompt-read-ksk)
(produce-htmk (closue-codek) (closue-erv k)))

;; added:

;; produce-htmt String String (listof Valug) — void

;; effect: to write aCGI HTTP headeandHTML Webform
(define (produce-htmbuestiormark free-values

(definebindings(get-binding3)

;; main
(cond
[(empty-bindings®inding9

(prompt-read-k" Enter the first number to add:" (male-closue 0 empty))]

[(string="7 (extract-bindings/singléresume-at bindingg " 0" )

(apply-closue (male-closue 0 (create-em-from-strings(extract-bindings/singléenv bindingsg))

(extract-binding/singléresponse bindingg)]
[(string="7 (extract-bindings/singléresume-at bindingg " 1")

(apply-closue (male-closue 1 (create-em-from-strings(extract-bindings/singléenv bindingg)

(extract-binding/singléresponse binding9)])

Figure 4. The CGI Version of Figure 3 (Compare with Figure 2)

to resumea continuationwith a call to a global function.
Eachexpressiorof theform

(lambda (args) (body) ...)

is replacedwith

((lambda (free-vas)
(lambda (args) (body) ...))
(free-vas))

where(free-vas) is thelist of freevariablesin (body) .... This
new functionis closed,soit canbe safelylifted to the out-
ermostiexical scope.

For our runningexample this stepyields

(defineclosuel
(lambda ()
(lambda (res)
(prompt-ead-k" Enter ... second ...:"
(closue2res)))))

(defineclosue2
(lambda (res)
(lambda (res?
(display (+ reslres?))))

(prompt-ead-k" Enter ... first ...;" (closuel)

Usingclosuel andclosue2 we cannow runthe programfrom
different resumptionpoints, turning the original program
into acurriedaddeljustasthebackbuttononaWebbrowser
does.

Figure 3 shows the resultof the final compilationstep,
namelyof corverting closuresinto structuresfunction ap-
plicationsare performedby apply-closue. The stepis nec-
essaryfor two reasons. First, Web forms mustreferto a
specificresumptionpoint (closure)within a program,but
Web forms can only containstrings. A unique symbolic
code,suchasan index into a vectorof closures,satisfies
this requirement. Second,someclosuresmay survive an
interactionwith the consumerwhich meansthat their en-
vironmentmustbe marshalednto stringsfor hiddenfields
andunmarshallediponresumption Sinceall closureshave
beencorvertedinto first-orderclosue structuresa function
suchasprompt-read canwrite a closureinto the hiddenfield
of a Web form andthe CGI programcanreadthis closure
andapplyit. Specifically the codepointerof the continu-
ation describesvhat subprogranto invoke next. The con-
tinuation’s ervironmentcapturesary valuesneededoy the
next subprograninsteadof explicitly passingthemin hid-



denfields.

Up to this point, thetransformatiorproduceda semanti-
cally equivalentprogram,sothe resultis a normalinterac-
tive program. To producea CGI program,we replacetwo
fragmentsof the defunctionalizegrogram. The definition
of prompt-read changesand now marshalsthe continuation
into a Web form, promptsthe userwith a form, andthen
exits. The main programchangedo the text of figure 4.
In otherwords,the programfirst checksthe form bindings
for the continuationfrom prompt-read. If it exists, the con-
tinuationis resumedvia a closureapplication. If not, the
invocationstartsfrom the beginning.

To prove the well-behared natureof our transformation,
we would needto constructa modified notion of obsera-
tional equivalencethat accountsfor the differencesn the
two programs. Intuitively, disalloning the client’s use of
thebackbutton, cloning,andbookmarkingfacilities would
force each continuationresumedto be the last one sus-
pendedthusmaintainingthe samecontrolflow asthe orig-
inal interactve program. More formally, this notion of
equivalencewould restrict the contexts usedfor obsena-
tionsto only includestream=f inputswhereeachcontinu-
ationin the streammustmatchthe oneproducedrom pro-
cessingthe streamup to that point. Since eachtransfor
mationsteppresereseitherfull or restrictedobsenational
equivalencetheentireprocessvould preseretherestricted
form of equivalence We intendto investigateaformal proof
alongthesdinesin futurework.

Security

Recordingthe continuationin the clientandretrieving it
introduceswo securityissuesFirst, malicioususerscanal-
terthe continuationresultingin unexpectedbehaior. Sec-
ond, curioususerscaninspectthe continuations free vari-
ables possiblyrevealingconfidentialinformation.

Existing cryptographic solutions remedy both these
problemswithout introducingmorethana fixed amountof
sener-side state. Appendingthe marshalledcontinuation
with a keyed hash[3] would allow the unmarshalleon the
sener to verify the continuations integrity. Encryptingthe
continuationusing a block cipherwith a randomkey kept
only on the sener would prevent usersfrom inspecting

the continuation.The systemcould generateghe necessary

keys on a systemwide or perprogram basis, avoiding
excesssener-side state. One mode of the proposedAd-
vancedEncryptionStandard9] simultaneouslhdoesblock
encryptionaswell asmessagauthenticatiorin one(highly
parallelizablepperation.

3.2 Compiling Stateful CGI Programs

While generatingCGl programsrom interactive functional
programsis almosta routine task with functional compi-

(definebox-0(box0))

(definebox-1(box0))

;; main

(begin
(set-box!box-0(prompt-read " Enter the first number to add: "))
(set-box!box-1(prompt-read " Enter the second number to add: "))
(show (4 (unboxbox-0 (unboxbox-1))))

Figure 5. A Stateful Interactive Program

(define-struct closue (codeerv))
;; Closuie = (male-closue Int Erv)
;; Env = (listof Value)

;; apply-closue : Closuee (listof Value) x — Value
(defineapply-closue ...) ; asin figure3
(defineclosues(vector ...))

;; replaced:
(define (prompt-read-ks k)
(produce-htmk (closue-codek) (closue-erv k)))

;; added:
;; produce-htmt String String (listof Value¢) — void
;; effect: to write aCGI HTTP headeandHTML Webform
;; includinga cookiecontainingthe-boxes
(define (produce-htmbuestiormark free-values
... (write-boxes-to-cookithe-boxeg . .)

(definebindings(get-binding$)

;; the-boxes (vectopof Value), the currentstore
(definethe-boxes
(if (empty-bindings®inding9
(initialize-the-boxes
(read-boxes-m-cookig))

;; initialize-the-boxe : — (vectoof Valug
;; createanew storeplusasequenceumber

;; read-boxes-m-cookie — (vectoof Value)
;; turnacookieinto a store,checksequencaumberusingalock file

;» write-boxes-to-cookie (vectoof Valug) — void
;; turn astoreinto a cookie,incrementsequenc@umberusingalock file

;; main
(cond
[(empty-bindings®inding9
(apply-closue (male-closue 0 empty) (box0))]
[else
(apply-closue
(male-closue
(string— number (extract-bindings/singlécontinue-at bindingg)
(create-en-from-strings(extract-bindings/singléenv bindingg))
(extract-binding/singlé response binding9)])

Figure 6. Its CGI Version




lation techniquesjnternalP assignmentsn the interactie
program pose an interestingchallenge. The first prob-
lemis dueto plain variableassignments-set! in Scheme—
becauséambdalifting assumeshatcopying bindingsis ac-
ceptable We mustthereforeeliminateall assignmenstate-
mentswith atransformatiorthatreplacesnutablevariables
by boxes® assignmentso variableswith assignmentso
boxes, and referencedo suchvariableswith dereferences
of boxes. Furthermorethe CGI programgeneratormust
know all boxesthatthe original programuses(or implicitly
introduces).Figure5 containsanimperatve versionof our
examplecorvertedto useSchemeboxes.

The secondoroblemis muchmoreserere.Semantically
assignmentsntroduce an additional element: the store.
Roughly speaking,the storeis threadedthroughthe pro-
gram,independentlpf thecontrolstate.In particular when
a Schemerograminvokesthesamecontinuatiorntwice, the
storeof the secondnvocationreflectsall the storeupdates
sincethefirst invocation.Modificationsof the storesurvive
continuationcaptureandinvocation.

A consumemwho invokesthe samecontinuationtwice
via a Web form shouldalsoseethatthe storemodifications
of the first invocationsurvive whenthe secondinvocation
is launched.This requiremenimpliesthata CGI program
mustdealwith the storedifferently thanwith the environ-
mentof a closure. In particular it is wrong to placethe
currentstoreinto a hiddenfield of a Webform. After all, if
theconsumeclonedthe page the browserwould alsocopy
the store,and two submission®f the form would submit
the samestoretwice.

Still, we must choosewhereto rememberthe current
storewhenwe suspenda CGI program. We could either
placethestoreontheseneror ontheclientmachine As we
alreadyknow from the discussiorof the placemenbf con-
tinuations the sener is ill-suited for this purpose’ Hence,
we mustturn the storeinto a datumthatis sentto, andthen
storedon, theconsume machine—lot notinsidethe Web
page.

This reasonindeavesus with the single choiceof turn-
ing the storeinto a browser“cookie” andplacingthis mar
shalledform into theconsumers cookiefile. Unlike hidden
fields, they are independenfrom ary particularpage, so
changingcontinuationsvia the backbutton doesnot affect
the store.Figure6 sketcheghe cookie-basedranslationof
figure5b.

Although this naive cookie solution soundsstraightfor
ward, it hastwo imperfections.Thefirst one,which is mi-
nor, is a the restrictionthat Web browsershave a limit of

5We ignoremodificationsof datain externalentities,saythesenerfile
systemor a databasehecausehis topic is well-understood.

6Boxesin Schemaareakin to wrapperclassesn Java.

7Avoiding sener-sidestatealsofacilitatesreplicatingthe sener across
several machines. Although outsidethe scopeof this paper replication
improvesindustrialseners’ loadbalancingandfault resistance.

80kB of storagefor cookiesper hostname[26]. In prin-
ciple, a limit like this is no differentthana limit on heap
spacefor a corventionalprogram,but the small size of the
limit will be problematicfor someprograms. As security
researchmproves,we expectcookiesor someothermech-
anismto matureenoughto lift thesesimplisticrestrictions.
The second,more important,one arisesbecauserowsers
transmitcookiesatthetime they submitthe WebrequestIf
the usersubmitssimultaneousequeststhe secondrequest
processedby the senerwill containan out-of-datecookie.
A naiveimplementatiormaythusloseupdatego thestore.

Our solutionis to includea sequence&umber[29] with
the cookiestore. A sequence&umberallows the CGlI pro-
gramto detectraceconditions. More specifically the CGl
stubcodestoresa sequencaumberfor eachoriginal invo-
cation(“session”)of a CGI programandusesghis sequence
numberto manageaccesdo the store. If it ever obtains
a storewith a sequencewumberlessthanthe currentone,
it asksthe consumetto resubmitthe Web form. Unfortu-
nately theuseof sequencaumberge-introduceshesener
sidestorageamanagemeryroblem thoughbecausehestor
ageneeddor numbersaresmall,the problemis negligible.

In summarytheinventorsof browserscreatedwo mech-
anismsfor threadinginformation through Web computa-
tions. Thetwo mechanismsreanalogougo the two ways
information flows in a programminglanguagesemantics:
storeghataccumulatevertime andcontinuationsvith en-
vironmentsthat grow and shrink. Our CGI compiler can
thereforeusethe browsers’mechanismgo implementthe
separatestoragerequirementgor continuationsand stores
in asystematiananner

4 Developing CGI Scripts

Developing a conventional CGl programin standardpro-
grammingervironmentsis difficult. To delug the program
properly the developershouldrun the programas a CGI
scriptandinteractwith it througha browser This is, how-
ever, a poor interactionervironment. Insteadof a proper
errormessagethe programmeseegesponsesuchas

Internal Server Error....Mre

i nformati on about this error may
be available in the server error
| og.

Thesener’serrorlog containsa correspondingeport:
Premature end of script headers

followedby thenameof the program.Theprogrammecan
infer from this that the CGI programdidn’t outputa valid
responsédeforeterminating but little more.

Our compilationprocessntroduceghe additionalprob-
lem thatthe codethatis executedasa CGl scriptis notthe
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Figure 7. CGI Error Reporting

direct-stylecodethat the programmenmwrote. Instead,the
programmers codeis first transformedandthenrun under
thesener’s control.

We can overcomeboth problemswith a minor modifi-
cationof existing programmingervironments. Theideais
to provide a library that re-implementsrimitives suchas
prompt-read SOthatthe executionof thedirect-styleprogram
functionsasif the CGI scriptwererun. In particular the
primitive communicateshe given Web pageto a browser,
and the browser communicateghe submissionof a Web
form to the theseprimitives. Furthermorethe new library
keepstrack of the continuationsof prompt-read so thatthe
developercantruly simulatea consumes actionson the
browser

To demonstrat¢hisidea,wewrotealibrary (technically
a TeachpacK14]) of interactionfunctionsfor DrScheme,
our programmingervironment[14] for Scheme. The re-
implementedprompt-read primitive usesa more general
primitive that acceptsHTML pages(with forms); it grabs
thecurrentcontinuationstorest, andmanageshecommu-

nicationwith thebrowser By switchingTeachpackdegagy
softwarecanrun eitherasa commandine programor asa
Webapplication.

All of DrSchemes tools arenow availableto the devel-
operof aCGl script. For example DrSchemeserrorreport-
ing works properly Supposehe developerforgetsto deal
with illegalinputsexplicitly andinsteadrelieson Schemes
primitivesto readthe submittedstrings(all Webinputsare
strings)asnumbers.Thenthe programraisesan exception
for ill-formed inputs, and DrSchemehighlights the place
wherethe programraisedthe exceptionasif the program
were an ordinary interactve program. Seefigure 7 for an
illustration.

Considerthe more complex example of DrSchemes
single-stepdetugger[6]. The tool reducesSchemepro-
gramsaccordingto Schemes reductionsemantic§12]. A
developermaywish to usethe steppeto understandhe ac-
tionson a step-by-stefpasis. The steppetalreadyaccounts
for library callsasatomicfunctioncalls, sothatit properly
displaystransitionsof CGI programs—includingnput and
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outputsteps.Seefigure 8 for anillustration of this capabil-
ity.

In general,our methodologyfor developing CGI pro-
gramspermitsthe useof corventionalsoftwareengineering
methoddor interactive programsandthe useof systemati-
cally enrichedprogrammingervironments.We believe that
ourideasthusbring rigorousorderto theworld of CGlI pro-
gramming.

5 Implementation Status

Both the CGI compiler and the CGI Teachpackfor
DrSchemexistin prototypeform. Our prototypeCGIl com-
piler operateon R4RS[7] programswith someminor re-
strictions.We have developeda numberof examplesin this
contet, plus one full-fledged application: the teacheren-
rollmentdialogfor anoutreachproject.

The marshalingprimitivesusethe existing PLT Scheme
printer, which automaticallytakes careof sharingand cy-
clesin thereadingandwriting of ervironmentsandcookies.
The encodingcould benefitfrom a type-specificcompres-
sion step[23] to reducenetwork traffic andthe amountof

datathatis storedin cookies.We usethe CPScorversionof
Darvy andFilinski to avoid introducingadministratve beta
redexes[10, 31].

6 RelatedWork

Programmersbuilding imperative-style programs in
purely functional languagesise a techniquebasedon the
mathematicakheory of monads. Hughes[20], in devel-
oping his theory of arrows, a generalizationof monads,
describeshow to implement interactve CGI programs
usingarrows. His key insightis to provide a mechanism
thatat eachinteractionpoint turnsthe currentcontinuation
into a datumfor the Web page. This requiresan operation
on continuationsnot supportedby most languageswith
continuations. Similarly, Queinnec[28] adwocatesusing
calllcc to implementinteractionsbetweenwWeb senersand
consumers. His method requiresthe modification of a
senerthatcanstorecontinuations.

Ourresearclstartedasan explorationof thesetwo pub-
lications. We diagnosedthe short-comingsof theseap-
proachesnamely thatthe arrow solutiondealswith stores



improperly and the time-outs, basedon our experience,
dog continuationobjectsin a Web sener. Our solution
addresseboth problemsand overcomeghesedifficulties.
Furthermorepurwork demonstratethatthesddeasareap-
plicableto all kinds of languagesnot only functionallan-
guagessupportingfirst-classcontinuations.

Graham[18] claimsthatthe succes®f his Viawebcom-
pary, now Yahoo!Shoppingjs duein partto themethodical
useof continuation-passing-styte constructWebapplica-
tions. If this techniqueproves helpful when done manu-
ally, using our automatedranslationmust be even better
He doesnot explain how his compary dealtwith mutable
stores.

At first glance,a reademight suspecthat the FastCGl
protocol[27] solvesthe problemsof engineeringCGl pro-
gramsby explicitly waitingfor arequestn themiddleof the
program.The FastCGlprotocolstartsa separat@roceson
thesener for eachWeb program.The sener forwardssuc-
cessve requestgo the FastCGlprogram,which sendsthe
responsebackto thesener. Sincetheseprogramswait for
arequestit appearst first that the programmercould do
more thanthe typical looping over requestsat the start of
the program.Onecould attemptto constructan interactive
programby waiting for the next requestat differentpoints
in thecomputation However, this approactonly allows the
userto proceedorward througheachinteraction. Cloning
windows or usingthebackbuttonwill sendtheform datato
thewrongpoint, causingthe FastCGlprogramto eithernot
find fieldsexpectedrom thecorrectform or, evenworse to
misinterprefieldsthataccidentallycoincide.

The Mawl system[4] usesthis ideaof a threadwaiting
for requestsat differentpointsin the codeto transparently
presere programstateacrossinteractions.Sinceprevious
pagesrepresentingld programstateare no longeracces-
sible, usersmust restarttransactiongo correct mistales.
Their experiencandicatesthatuserscomplainedaboutthis
inability to usethe back button or the browser’s pagehis-
tory.

Java servlets[8] addresgerformancessuesin a man-
nersimilarto FastCGl.Asidefrom theobject-orientednter-
faceandlibrariesfor constructingHTTP responséieaders,
servletsprovide the sameprogrammingmodelas standard
CGI. EachincomingrequesinvokesadoGet or doPost
methodin the servletfrom the beginning, leaving the task
of restoringthe appropriatecontrol context to the program-
mer. It mayappeathatservletscanavoid moving the store
into cookiesby storingvaluesin the servletobjects fields.
However, the Web sener hasthe option of garbagecollect-
ing aservletandcreatinga new oneatary time. Thesener
alsohasthe option of migratingthe servletto anothervir-
tualmachine sodatamaynotresidein staticfieldsbetween
interactionseither The Ht t pSessi on classprovidesa
mechanisnfor maintaininga dictionaryfrom stringsto Ob-

jectson the sener andstoringa referenceo the dictionary
in aURL, cookie,or SecureSocletsLayersessionAll the
problemswith sener-sidestateconsumingmemoryor tim-
ing outremain.

The Java Platform DeluggerArchitecture[34] enables
Java developmentervironments[5, 21, 35] to attachre-
motelyto the JVM thatthe Web sener usesto run servlets.
Althoughthis reusesxisting developmentervironmentso
delugWebapplicationdy settingbreakpointsanddisplay-
ing the sourceof exceptionsijt doesnot assistthe program-
merwith the corvolutedstructureof interactive servlets.

7 Conclusion

Our paperintroducesan automatedranslationthat im-
plementsaninteractive programmingmodelfor Web appli-
cations. This modelmatcheghe mentalmodelof software
engineersaccustomedo thinking abouttraditionalinterac-
tive programs By avoidingthemanualsavzing andrestoring
of control statebetweeninteractions,the systemnot only
easeghe initial software development,but alsofacilitates
maintenanceand assistsother engineersn understanding
theproduct.Softwareengineerganportlegag/ softwareto
the Web by usingour transformation.Furthermore pring-
ing this systematiorderto theworld of CGI programming
solvesthe problemof developing CGI programs. Futher
more, our techniqueallows developersto usecorventional
programmingervironments.

The automatedranslationproducesCGI-compliantpro-
gramsusing CPScorversion,box corversion,lambdalift-
ing and defunctionalizationfollowed by the generatiorof
a little administratve stubcode. The well-understoodor-
mal natureof the first four stepsjustifiesa high degreeof
confidencen thetranslationprocess.

We canimplementthesetransformationdor languages
suchasPerl [38], Python[37] andJava[17]. It is easyto
simulateclosureswith objects but thelack of tail-call opti-
mization[25] malesit difficult to controlstackgrowth. We
could useexceptions[16, 37] to amelioratethis problem.
Indeed,sincePythonnow supportsa form of continuation
operator[36], we canalsoturn IDLE [11] into a CGI de-
velopmentervironment.Evenin theabsencef suchtools,
programmerganachieve alesserdegreeof benefitby pro-
ceedingn asystematienanneianddocumentinghedesign
pattern.
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