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Abstract

We introduce our dynamic intelligent assistive debugger, DIAD,
as a smart assistant for debugging within an IDE. DIAD uses an
LLM to integrate a variety of data sources useful for debugging,
including source analysis, debugger interrogation, queryable flow
analysis, simulated partial execution with full traces, and trace
analysis. These additional sources let it provide more accurate and
complete debugging information to the developer in a timely fash-
ion. DIAD runs automatically whenever the developer encounters
a breakpoint, detecting if there is a symptom of a potential prob-
lem, and if one is found, tries to explain and, if possible, fix the
underlying problem using the various sources. DIAD includes a
user interface that lets the developer ask debugging questions or
followup on the responses. We have done a preliminary evaluation
of the still experimental system and plan to use it to drive future
work.

The source code for the system and its various components is
available on GitHub. A video demonstrating the tool and how it is
used is available at https://youtu.be/fLiStsz4PJ8.
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1 Introduction

Developers use a wide variety of information while debugging.
They use knowledge of the program’s structure; knowledge about
the current execution, such as the call stack and the values of
variables; knowledge of the current execution, such as previous
values and how and when a variable was updated; knowledge of
what particular functions are supposed to do; knowledge of what
code is solid and what code might be new or relatively untested or
overly complex; knowledge of similar problems that have arisen in
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this and other systems; knowledge gained from previous debugging
runs; and general knowledge as to what types of things might have
gone wrong.

Developers use this information in many different ways depend-
ing on the nature of the problem, its symptoms, how it is discovered,
its complexity, their inherent knowledge of the system, and their
overall experience with both the particular system and with debug-
ging in general. The specific information needed for a particular
problem can be difficult to predict and can vary considerably de-
pending on the problem, the underlying system, and the developer.

Although tools exist to provide much of the needed information,
such tools are not convenient to use for interactive debugging and
are not integrated into a unified approach. The tools can be difficult
to run, can take considerable time, and the information they provide
is not consolidated — that is left to the developer. We use a large-
language model (LLM)-based approach to remedy this situation.
LLMs are good at synthesizing multiple sources of information.
They can summarize and combine the results from these sources.
They can determine which sources are particularly relevant to a
specific question.

Our approach, embodied in our system DIAD, is to create a
flexible interactive framework within an IDE using a LLM which
has been augmented with tool agents that provide the additional
information needed for debugging. This framework can then inter-
actively answer developer debugging questions by drawing infor-
mation from these tools as needed. It can also help the developer
understand potential problems in a timely manner, generally in
under a minute.

DIAD has been developed for complex, event-driven, multi-
threaded, interactive Java programs. It makes use of a variety of
static and dynamic analyses. It is always active while the developer
is debugging. It offers interactive assistance. It can explain why
problem symptoms occur and often propose and make repairs. It
can validate local repairs by seeing if they fix the symptoms of the
original problem. At the same time, DIAD is different from other
approaches. It does not depend on having a test suite or even a test
program. It does not require rerunning the application, but instead
works with the current run-time state through the debugger. It does
not require the current stack to reflect a complete program run or
test case; it can just reflect an event callback.

The contributions of this research include:

o A framework for debugging that integrates a LLM into a devel-
opment environment as part of the debugger.

o A interactive user interface for LLM-based debugging that auto-
matically analyzes the situation at a stopping point to identify
a potential problem and then can describe its root cause and
potential repairs.

o A set of agents that integrate advanced program and execution
analysis to assist a LLM in debugging.
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2 Our Approach

In the last decade we have developed and incorporated into an IDE
a variety of tools to provide information that can potentially assist
the developer while debugging. These include:

e SEEDE: This is a live programming tool that can start at the
beginning of a routine on the run time stack during program
execution. It executes that routine and anything it calls and yields
a complete execution trace including graphic output that the de-
veloper can analyze using a time slider. It reexecutes this routine
on any program change [12].

o Brepair: This tool supports debugging a failing test case. It does
classical program spectra analysis over a test suite based on
Ochiai [1] combined with user feedback to do fault localiza-
tion [8]. It then uses SEEDE to let the developer manually explore
the failing test execution.

e FAIT: This does an abstract-interpretation-based flow analysis
which is continually updated as the program is edited [10]. While
designed for analyzing security problems as the user codes, it
provides a query interface that can be used to obtain a backward
slice for a particular value or values, showing their dependencies
and how they might have been computed.

e ROSE: This tool provides an interface for interactive bug repair
where the developer can specify a symptom at a breakpoint while
debugging and the system attempts to find program repairs that
will fix that symptom using a variety of patch generators [11].
This tool uses FAIT for fault localization based on analysis of the
symptom and SEEDE for validating potential patches.

e LIMBA: This tool provides a generic interface to an LLM using
Ollama that provides basic tool agents for accessing and under-
standing the source code. It can do test-based code generation
where it repeatedly asks the LLM to fix code until it passes all
the tests. It also provides source code to the LLM using a RAG. It
works with optional descriptions of the overall system and the
desired coding style.

DIAD’s goal is to use an LLM to integrate the relevant information
from these and other sources in order to provide assistance while
debugging.

DIAD works by monitoring a process being debugged in an IDE.
Whenever a thread in the process stops during execution, DIAD
starts by analyzing the stopping point and the relevant source
code to determine if there is a potential problem, identifying the
symptom of that problem. For example, if the thread stopped due
to an exception, it assumes that the exception should not have been
thrown; if the thread stopped in defensive code, it assumes that
execution should not have gotten to that point. If a symptom is
found, DIAD analyzes it to identify critical values and locations
in the source code at the stopping point. Then DIAD uses the
FAIT query mechanism to do a backward slice for those values
and locations to find the set of program points that can affect the
symptom and hence might be the location of a potential program
fault. This slice is somewhat restricted, looking only at ten levels
of variable assignment.

Next, DIAD identifies a routine on the current stack to start
simulated execution from, attempting to include as many of the
identified locations as possible. Once a starting point is found, DIAD
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main
Location: 458 @ ParserTestrestParsing16
state: REABY.
Symptom : Assertion failed: xml.getChildAtindex(0).getQualifiedName() == "ns:8ar"
if (colonIndex > 0) { m
namespace = name. substring(@, colonIndex);
name = name.substring(colonlndex); // This is the bug!
3
The problem is on line 367. When we have a name like "ns:Bar”, the code extracts "ns” as the namespace and then sets “name
= name.substring(colonIndex)’ which would be ":Bar" instead of "Bar". m
Let me check the ‘startElement’ method call to confirm how this is being passed to the builder:
Looking at lines 370-373:
this.validator .elementstarted(name, namespace, null, this.reader.getLineNr());
‘this. builder. startElement(
name, namespace, null, this.reader.getLineNr());
Enter Query suBMIT

Figure 1: DIAD display panel showing a symptom and its
explanation. The top lines show the thread, breakpoint loca-
tion, DIAD’s status, and a description of the symptom. The
text area in the middle shows the explanation and the text
area at the bottom allows user queries.

uses SEEDE to get an execution trace from the start of that rou-
tine that includes the current stopping point and duplicates the
identified symptom, possibly resetting initial values so that the sim-
ulated execution matches the actual execution at the stopping point.
The next step is to find a restricted set of relevant program loca-
tions by only considering those that were covered in the simulated
execution.

Once all this is done, DIAD generates a query to the LLM using
LIMBA, asking it to explain the problem. This query includes a
detailed description of the identified symptom, information about
the system, hints as to what approaches might be taken, and a
description of the information available to the LLM. It provides
the LLM with tool agents to access the SEEDE simulated execution
trace; to retrieve the relevant locations, either the complete list or
the list of those that were executed; to query the debugger to access
the stack or evaluate arbitrary expressions; to access the source
code; to get syntactic and semantic information about the system;
and to analyze the execution trace to provide information about
how a particular variable or value was computed.

If DIAD cannot use the flow analysis to do fault localization
or it cannot find a matching simulated execution, it will provide
the LLM with the information that it does have, limiting the set of
agents, and still ask for an explanation. Our experience and that
of other systems shows that even without this extra information
the LLM can provide a useful analysis, although not as complete
or accurate. This facility broadens the applicability of DIAD since
there are cases where the flow analysis can fail (for example because
of issues involving the use of reflection), or the simulated execution
might not be able to duplicate the symptom.

DIAD includes a front end to display the relevant information
to the developer, to let the developer change or provide additional
information, to let the developer ask questions or follow up on
responses, and to find and make repairs to the program. This is
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shown in Figure 1. The front end is part of the IDE debugger inter-
face and is automatically updated at every stopping point based on
the above analysis, with separate tabs for different threads.

The top lines of the panel show the thread as the tab label, the
stopping point, and the current DIAD processing status. The latter is
color-coded and will revert to "No Symptom Found" if the stopping
point does not seem to reflect a problem. The symptom line provides
a description of the symptom found by DIAD. A more detailed
version of this is passed to the LLM.

A pop-up menu lets the user change the symptom, the LLM
model, the starting routine for the simulated execution, and various
parameters for the simulated execution. The developer can specify
or change the symptom that DIAD is analyzing. This is useful
where the symptom might not be obvious or correctly identified by
DIAD. This can be simple, for example, the developer can specify a
variable that has the wrong value and possibly provide constraints
on what the value should be. It can also be arbitrary with the
developer providing their description of the symptom which will be
passed to the LLM. In this case, the developer is asked to optionally
identify one or more variables that affect the symptom so that flow-
based fault localization information can be provided to the LLM.
Specifying a new or modified symptom will cause DIAD to restart
its analysis. The developer can change the starting routine for the
simulated execution to any routine on the current call stack. This
is useful in cases where simulated execution can not duplicate the
original, for example, if a routine on the stack reads input from an
external source. The developer can also change the LLM model that
DIAD should use. They can choose between any of the open source
models loaded into Ollama or a commercial model if the developer
provides appropriate keys for OpenAl, Anthropic, or Gemini.

Below the description lines of the user interface is a text panel
showing a simplified version of the prompts and the responses from
the LLM. This starts with the initial explanation that DIAD finds.
The user can ask their own debugging questions or follow up on
previous responses by entering text in the bottom box, with the
questions and responses shown in the text panel. The buttons at
the bottom can be used for quick prompts, either asking the LLM to
retry the explanation, useful due to its stochastic nature; to have the
IDE display the source code associated with the current response;
or to show the repairs suggested by the response. The user can
also provide additional information and then hit the "Try Again"
button to ask the LLM to try again with the additional information.
This useful when the LLM hallucinates or goes off in the wrong
direction.

If the user clicks on the "Repairs” button to see potential repairs,
DIAD will create a separate display as shown in Figure 2. The
changes are shown using different colors in the original and patched
code. The display lets the developer review the suggested patches,
excluding any that they feel are wrong or should not be made. If
they are satisfied, they can click on "Make Repairs" to actually edit
the code. As part of this display, DIAD will attempt to validate that
the patch fixes the symptom. It displays the validation status in
the colored top line of the display. Validation is done by having
SEEDE redo the simulated execution using the patched code, and
then comparing the new trace with the original to check if the
symptom went away and the code ran to completion.
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tcl “nsBar"

VALIDATE : RIS
Preview of processElement()

£ AN I€T e DUIInEr Creave the 1ogIcal NIl
structure of the element

*an I€T Tne DUIIner create the IogIcal
structure of the element.

353 * @throws java.io.I0Exception * @throws java.io.I0Exception
354 * 1f an error occurred reading the 354 * 1f an error occurred reading the
data data
. .

356 protected void processElement() 356 protected void processElement()
357 throws Exception 357 throws Exception

5 String name = String name =
XHLUEL1 scanldentifiex(this reader, ‘&', XHLUELL scanldentifiex(this reader, ‘&',
this.entityResolver) ;
361 XHLUEA1. skiphitespace (this. reader, ‘&', null, 361
nul1); 11
362 String namespace = null; 362 String namespace = nul
363 int colonIndex = name. indexof(":"); 363 int colonIndex = name. indexof(":");

this.entityResolver) ;
XHLUE1. skipHhitespace(this. reader, ‘&', null,

365 1f (colonIndex > 0) { 365
366 name: name.substring(0, colonIndex); 366
ubstring(colonIndex) 367

1f (colonIndex > 0) {
namespace = name. substring(9, colonIndex);
name = name. substring(colonIndex + 1);

Figure 2: DIAD patch display show suggested repairs for the
problem. The validation status of the repair is show at the
top in green. The changes from the original to the patched
version are shown in different colors.

Realizing that DIAD is useful outside of the debugger, we have
added a separate user interface for debugging from a stack trace.
This interface lets the developer paste a stack trace that can be
obtained from a bug report, a crash log, or a trace file. DIAD then
does symptom analysis based on the exception causing the stack
trace, and uses FAIT to do appropriate fault localization for that
symptom. No attempt is made to simulate the execution. DIAD
then prompts the LLM to provide an explanation of the trace. It
uses the standard display window (Figure 1) to show the result and
let the developer do interactive exploration and repair.

3 Related Work

Most early work on debugging assistance has focused on fault
localization and bug repair in the context of a test suite and assumed
a program that can be easily rerun. An early example of a debugger
assistant is WhyLine [6] which reran the program to get a detailed
trace and then could answer questions about the execution. More
recent work in this area has demonstrated the capabilities of LLMs
to explain errors and find correct patches either from test cases or
from bug reports.

Addressing the problem of providing assistance from within the
debugger has been more recent [7, 9, 13]. This adds several diffi-
culties, especially for complex, interactive programs. One cannot
assume the program can be rerun to explore the execution. There
is no test suite that can provide information for fault localization.
The run time stack is often partial, starting with an event handler
or a worker thread and may not include the fault.

ROSE attacked this problem, letting the programmer define a
problem symptom at a stopping point and then attempting to find a
program repair for that symptom [11]. It did this without rerunning
the application and without a test suite. ROSE used a variety of
techniques for finding patches including asking a LLM to find a
correction for a particular source line. It was limited to particular
types of failures. Much of the DIAD analyses are based on the
techniques used successfully in ROSE with extensions to handle
other types of failures and to provide more general assistance. ROSE
relies on brute-force techniques to find repairs and does not offer
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a root cause analysis. DIAD uses the LLM to provide root cause
explanations and repairs.

ChatDBG [7] and Cursor [4] take a different approach, inte-
grating an LLM with the debugger so that the LLM controls the
debugger through agents. They have demonstrated strong inter-
active bug diagnosis. This approach does not provide a unified
integration of extensive static-flow, slicing, and repair validation
for various debugging contexts, which are limitations [5]. DIAD
differs by first limiting access to the debugger to only query oper-
ations that do not affect the execution, and second by providing
the LLM with information based on flow analysis, in particular
potential fault locations, and by providing a detailed program trace
relevant to the symptom.

Another related system is debug-gym [13] which provides a
text-based environment for interactive Python debugging. It consid-
ers debugging as active information seeking rather than one-shot
patching. This system is fundamentally a text-based testing sand-
box, while DIAD is a complete debugging assistant integrated into
the IDE with additional debugging-specific tools. A final related
system is the AI-Debugging Assistant [2] which uses a LLM with
a RAG to access the source and tools to analyze the fixes generated
by the LLM to provide a student assistant to help teach debugging
skills.

4 Implementation and Evaluation

DIAD is implemented as a separate process that communicates
with the IDE, SEEDE, and FAIT using a message bus. The back
end is implemented on top of the Eclipse IDE using a plugin to
communicate messages. We have experimental plugins for Intelli]
and LSP (VSCode) that demonstrate the feasibility of using DIAD
with other environments. The relatively small user interface front
end is implemented as a plugin for the Code Bubbles IDE [3].

DIAD itself creates a worker thread for each stopped thread.
This worker goes through the various processing steps described in
Section 2 from finding a symptom to querying the LLM, generating
messages to the front end for each step. DIAD listens for command
messages from the front end to request any additional processing
such as follow up queries or updating the symptom.

We experimented to determine appropriate prompts that elim-
inated or minimized hallucinations and directed the LLM to act
appropriately. We also experimented with a variety of LLMs, set-
tling on gwen3-coder:latest as having a good balance of accuracy
and performance while running locally to ensure privacy.

While DIAD is still in the prototype, experimental stages, we
have done preliminary evaluations using NanoXML, a simple XML
parser used in prior bug repair studies, and using an event-driven
system of our own that has not been used in LLM training, TC1.
TC1 is a JAVA order processing system (~11KLOC) that stimulates
e-commerce operations in which we planted 4 relatively simple
bugs in the code representing typical errors and exposed them with
test drivers to automate evaluation. We tested the system both with
and without access to the SEEDE trace and FAIT analysis. In the
latter case DIAD still provided the LLM with a detailed description
of the symptom, access to the debugger to access the stack and
evaluate expressions, and source information. The latter is roughly
equivalent to the approach of ChatDBG or Cursor Debug and can
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be used as a comparison basis using the same LLM. For each test
case we obtained and analyzed transcripts with the LLM including
the set of agent calls that were made. The stochastic nature of the
LLMs made repeatable testing somewhat difficult. We have also
been using the system ourselves on itself and other systems we are
working on to get some sense of its practicality and limitations.

The NanoXML problem is a parsing bug that shows up when
retrieving information from the parsed structure. It is correctly re-
paired by fixing the parser; an incorrect but working repair fixes the
retrieval method. DIAD was able to correctly diagnose and repair
this problem almost all the time (LLMs are stochastic) However,
when run without access to the FAIT and SEED tools, it misdiag-
nosed the problem about half the time and was never able to find
the correct repair. This shows the advantage of using analysis tools
along with the debugger.

DIAD was also able to correctly explain the four problems in TC1
much of the time. Two of them were handled correctly almost all
the time, both with and without our analysis. The third was handled
correctly most of the time by the full analysis and about 75% of the
time without analysis. The fourth case is more problematic since
an overfitted simple repair (removing a condition) seems a viable
alternative to the preferred repair (negating half of the condition).
In both cases, the explanation contained the preferred patch about
half the time. However, the runs with analysis provided the correct
repair slightly more often than the runs without analysis.

This preliminary evaluation is promising in that it shows that
providing the analysis to the LLM can produce better, more accurate,
results, especially in cases where the bug is not obvious and in a
routine directly called from the test driver. It also shows that the
LLM can do a reasonable job without the analysis in simpler cases.

Our experience when running DIAD with the Code Bubbles
debugger is mixed. We have found the tool to be unobtrusive so that
it does not interfere with normal debugging operations. However,
it has not been particularly useful for the types of debugging we
have been doing because of the mature state of the systems we are
looking at. Most of the bugs we have found are either too complex
(for example, timing problems involving multiple threads); involve
new code that needs to be written instead of code that needs to be
fixed; cannot be easily simulated (for example, involve reading an
image from a web cam); did not result in the program stopping at
a breakpoint; or require manually defining a somewhat complex
symptom. This is the basis for future work.

We will continue to work on DIAD with an emphasis on ex-
tending its utility for everyday debugging. Once we feel that the
system is mature and stable enough, we plan to do a system study
that will quantify our subjective opinions about the accuracy of
the approach, the time DIAD takes to assess a problem which now
ranges from seconds to minutes, and the advantages of providing
the additional information. We are currently working on devel-
oping a suite of non-trivial bugs of varying complexity that can
be exhibited while debugging and are not part of a test suite and
have not been used as input to a LLM. We also plan a user study to
determine the utility of this approach to developers while they are
debugging. We will provide a group of users with several bugs and
have them try to repair the bugs with only the debugger, with the
debugger and DIAD running without the analysis tools, and with
DIAD and the analysis tools.
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5 Future Work

DIAD is a continuing effort. Based on our experience using it during
development, we are concentrating on making it more broadly
applicable and generating more accurate results. The latter will
come to a large extent with newer, more powerful LLMs.

Broader applicability involves being able to analyze additional
symptom types such as a broader range of exceptions. It also means
handling more complex problems such as those where the error oc-
curred prior to our outside of the current execution stack. This
includes problems with event handling where the problem oc-
curred before the event, and problems involving multiple inter-
acting threads.

Handling problems outside the current stack can be difficult. The
set of locations that DIAD uncovers will include potential problems
in this category. However, repairs for such problems cannot be
validated and might have unexpected side effects. Developers might
handle such problems by setting a breakpoint at a point earlier in
the program and rerunning the system or hoping that a future
run would provide more information. For example, the Cursor IDE
debug mode adds logging for these instances [4]. DIAD has enough
information to insert such breakpoints and could automate this
process. SEEDE could also be used to validate a prior change by
redoing the current execution with different initial values.

Another direction we are pursuing is to generate a test case that
will duplicate the symptom and can be rerun easily. Rather than
using non-standard serialization as others have done here, we are
attempting to find a sequence of calls that will set up the appropriate
initial environment to call an visible method. A side effect of a
SEEDE execution is an enumeration of the initial environment that
is required for this task.

6 Summary

DIAD is an attempt to use LLMs to amalgamate a variety of dynamic
and static program analyses to support interactive debugging. It
can be used without an extensive testing framework. Initial studies
have shown the effectiveness of the approach. It is undergoing
continuing development.

DIAD’s contribution include its integration into an IDE, an in-
teractive user interface that works proactively to describe the root
cause of a symptom and possible fixes, and a set of agents that
enable a LLM to provide an accurate analysis.

We are interested in others extending or using this work and
welcome collaborations, feedback, and joint research.

7 Data Availability Statement

DIAD and the related software are available as open source. The
sources can be found in https://github.com/StevenReiss/ for projects:
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diad, diadbb, limba, limbabb, fait, faitbb, seede, seedebb, bubbles,
bubjet, Ispbase, and ivy. Binary versions of these packages are
part of the Code Bubbles environment or its plugins and are avail-
able from https://www.cs.brown.edu/people/spr/codebubbles. The
source for TC1 and our version of NanoXML are available on zenado
with DOI 10.5281/zenodo.21474418 or at

https://www.cs.brown.edu/people/spr/diadtest/.

Transcripts of our test runs and a video are also available at these
locations.
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